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UngpopmayuoHHbIe cucmeMbl u mexHosI02uU

MATEMATHYECKOE Y KOMIIBIOTEPHOE MO/[EJINPOBAHUE
VK 004.932

A.B.I'VCEB

MOJEJIb CUCTEMbI ABTOMATU3UPOBAHHOI'O ®OPMHUPOBAHMUSA BBIBOPOK
JIJISI OBYYEHHSA U TECTUPOBAHUS HEMPOHHBIX CETEN

Hckyccmeennvle HelipouHble cemu AKMUBHO NPUMEHAIOMCS 05l peulenus 3a0ay pachno3HAGAHUs.
06pazoe Ha uzoOpadicenusx. [lnsa oOyuenus HeUpOHHbIX cemell mpedyemcs HNo020mosKa HAO0pos
PA3MedeHHbIX OAHHbIX, Yo mpebyem OOAbUUX 3ampam U GblCOKOU Kearuurkayuu cneyuanucmos. /lannas
paboma nocesuena papabomre asMOMAMUUPOBAHHO20 NOOX00d K (QOPpMUPOBAHUIO 6bIOOPOK  OIs
00YYeHUsl U MeCMUPOBAHUsL HEUPOHHBIX cemell, NymeM paspadbomKi MoOeau COOMBEEmcmeyoueli CUCmeMmbl.
B npeodnacaemoti modenu 3a cuem npuMeHeHus Memooo8 AGMOMAMUYECKOl AHHOMAYUU U300PAXNCEeHUl,
MeMmo008 ABMOMAMUYECK020 00VUeHUsI HeUPOHHVIX cemell, A8MOMAMUYecKol cecMeHmayuu U300paicenul
docmueaemcsi yeib asmMoOMAMuUPOBAHHO20 POPMUPOBAHUsL BbIOOPOK O OOYHeHUsT U MecmupOBaHUs]
HeUpOHHbIX cemell.

Knwouesvie cnosa: netiponnvie cemu, oamacem, ce2MeHmuposanie uzoopadicenull, aHHOmMuposanue
usobpasicenutl, 00yuarOwas 6blOOPKA.
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A MODEL OF AN AUTOMATED SAMPLING SYSTEM FOR TRAINING
AND TESTING NEURAL NETWORKS

Artificial neural networks are actively used to solve image recognition problems in images. Training neural
networks requires the preparation of marked-up data sets, which requires high costs and highly qualified specialists.
This work is devoted to the development of an automated approach to the formation of samples for training and testing
neural networks by developing a model of the corresponding system. In the proposed model, through the use of methods
of automatic annotation of images, methods of automatic training of neural networks, automatic segmentation of
images, the goal of automated sampling for training and testing of neural networks is achieved.

Keywords: neural networks; dataset; image segmentation; image annotation; training sample.
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YK 004.93'1

J.C. AKCEHOB, B.A. )JKXUJIXIEB, H.U. MAPKHH, N.A. TUTOB

CUCTEMA PACIIO3HABAHUSA OB BEKTOB

HA BA3E RASPBERRY Pl 4 1 INTEL NEURAL COMPUTER STICK 2

B oaunoii cmamve onucvigaemcs npoyecc pazpabomku cucmemvl NOUCKA U KlACCupurayuu
06vekmos Ha 6baze oowonrammozo Komnviomepa Raspberry Pi 4 ¢ ucnonvzosamuem netiponnozo
conpoyeccopa Neural Computer Stick 2. Taxowce 3ampacusaemcs mema koppensyuu mexcoy Koauuecmeom
Kaopos 6 CexyHAy, pasmepom 06pabamuleaemMol KapmuHKY U MOYHOCMbIO PACNO3HABAHUSL 0OBEKMOE.

Knwueswvie cnoea: Raspberry Pi; uckyccmeennas wueuponnas cemv; pacnosnasanue;, Neural
Computer Stick; komnvlomepHoe 3peHue; conpoyeccop.
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OBJECT RECOGNITION SYSTEM BASED ON RASPBERRY PI 4
AND INTEL NEURAL COMPUTER STICK 2

This article describes the process of developing an object search and classification system based on a
Raspberry pi 4 single-board computer using a Neural Computer Stick 2 coprocessor. Also touches on the correlation
between the number of frames per second, the size of the processed image and the accuracy of object recognition.

Keywords: Raspberry Pi; Artificial Neural Network; Recognition; Neural Computer Stick; Computer Vision;
Coprocessor.
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METO/1 ONPEAEJIEHUSA BJIAT'OIIPUATHOI'O BPEMEHMU ITPOBY KIEHUA
HA OCHOBE HCTOPUYECKUX JAHHBIX C UCIIOJIb3OBAHUEM
OUTHEC-BPACIJIETA

B Oannoti cmamve paccmampusaemcs ORPOC NOCMPOEHUST Memood OnpeoeieHus 6pemeHu
3ACHINAHUSL 4eloBeKa U pAChpedelenus e20 YUKI08 CHA 01 no0bopa Haubonee OIA2ONPUSIMHO20 BPEMeEHU
VCMAHOBKU OYOUTLHUKA C Yeblo IUAHUSL HA NCUXODUIUOTOSUYeCKoe coCmosiHue yenogeka. Memoo ocnoean
Ha 00pabomke UCTHOPUYECKUX OAHHBIX DUIUOTIOSUYECKUX NOKa3amenell noavb3osamenetl, CYUMAHHbIX ¢ UX
Gummnec-bpaciemos.  Ilpumenenue  paspabomannoco  memooda  NO380Asiem  OOCHUYbL  MOYHOCIU
NPOSHO3UPOBAHUSL HACMYNeHUus bvicmpoli ¢azvl cha 6 89% 6 coomgemcmeuu ¢ 3apanee YCMAHOBIEHHbIM
nov308amenem 8pemeHeM.

Knwuesvie cnosa: ovicmpwiii con; gaszvl cHa, onmumanvHoe 8pems NpoOyl’COeHUs:, MAUWUHHOe
obyuenue.
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METHOD FOR DETERMINING GOOD WAKE TIME
BASED ON HISTORICAL DATA USING FITNESS BRACELET

This article discusses the issue of constructing a method for determining the time a person falls asleep and
distributing his sleep cycles to select the most favorable time for setting an alarm clock in order to influence the
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psychophysiological state of a person. The method is based on the processing of historical data of physiological
indicators of users read from their fitness bracelets. The application of the developed method makes it possible to
achieve an accuracy of 89% in predicting the onset of REM sleep in accordance with the time pre-set by the user.

Keywords: REM sleep; sleep phases; optimal wake up time; machine learning.
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VIIK 004.82
P. BYHJIIOK, J1.B. TOHUAPOB, O.J1. UBAIIIVK, A.B. PEDKEHKOB, A.A. CHHBKO

PAZPABOTKA CYPJAOIIEPEBOJYUKA
HA OCHOBE HEMPOCETEBOI'O AHAJIM3A JTAHHBIX

Ilpobremvr docmynHotl cpedbl UCNBIMBIBAIOM He MOJbKO MAAOMOOUTbHbIE 2padiCcOaHe, HO U 00U C
YACMUYHOU UMY NOTHOU NOMeEpell CIyXa U HaApYyUuleHUueMm peyu, Hyscoaiouuecs 8 NOIHOYEHHOM OOCTyne K
yemuou  ungopmayuu. Omcymcemeue 6 c80000HOM Odocmyne, d@@exkmusno pabomarwux Ha 6Oaze
ACCUCUBHBIX MEXHONO02UN, CReYUATUZUPOBAHHBIX NPULONCEHUN, NPU3BAHHBIX NOBLICUMb KAYECMBO JHCU3HU
cnabocnvluawux 100el Onpedenuno HanpaeieHue HACMosWe20 UCCle008anus, 8 pe3yibmame Komopoco
paspaboman  nRpomomun  OOCMYNHO20 U  IPHEeKMUHO20 NPUNLOdNHCEHUs, CHOCOOHO20  CYWECTNBEHHO
VIPOCHUMb NPOYecc GOCHpUsMUsL U nepeoauu uH@opmayuu O Uy YKA3AHHOU Kamezopuu 3d cuem
ONepamugHoll KaUeCcmeeHHOU KOHBEPMAYUU JCECHO8 8 MEKC U pelb.

Ha nepsom osmane uccredoganuss copmuposanvl: 6a306vie mpedO8aHusi K @OYHKYUOHATY
npoepammnozo obecneuenus (I10) u ancopumm 3anucu 6 6aszy Odaunvix (Bl]); Konsepmayuu sncecmos,
co30ana oOyuarowas eblOopKa, nPoeedeHo odyueHue uckyccmeennou neuponnou cemu (MHC) u peanuzoean
unmepdhetic, nNoO380MAOWUL NOAL308aMeN0 uchoavbsosams 110 ne monvko Oasi obujenus, HO u (npu
Heobxooumocmu) 0st 000oyuenus: scmpoernnou 8 npoepammy MHC.

s onpedenenust s¢hghexmuenocmu paboml HEUpoOHHOU cemu ObLIO NPOBEOCHO CPABHEHUE C
AHATUMUYECKUM CNOCOOOM Nepesoda, noxasasuiee ysenuueHue 3HoekmusHoOCmy pacno3Ha8aHus e MeHee
yem Ha 5%, umo noszeonsiem coelamsv 661600 O NEPCNEKMUBHOCMU OdNbHelue20 NpooOIHCEHUS
uccied08anull 8 HanpasieHuu cozoanusa noaHoyernozo 110 ona cnabocnviuawux, Ha 6ase UCNOIbL30BAHHBIX
Memooos.

Knrouesvie cnosa: nomeps ciyxa; s3vik Jdcecmos, HEUPOHHAsL cemb, CYPOONepesoo.
@ Bynnrok P., I'onuapo JI.B., MBamryk O.[]., PeokenkoB A.B., Cunsko A.A., 2023

CIIUCOK JIMTEPATYPbI

1. TocymapctBennas mporpamma Poccmiickoii denepanun «JloctymHas cpema» [DIeKTpOHHBIN
pecypc]. — URL: https://mintrud.gov.ru/ministry/programms/3/0.

2. Kynakosa E.B. [IpiMeHeHne acCHCTUBHBIX TEXHOJIOTHH B MPAKTUKE MHKIIO3UBHOTO O0YUYCHUS
JIETel ¢ HapyIIeHHbIM ciyxoM. — CreruansHoe oopasoBanue, 2014, — Ne 2. — C. 21-29.

3. bapamxo E.H., T'onybenxko B.A., Huxunenos /I.B. IlporpaMMmHBIe cpeacTBa M yCTpOCTBA
MOBBIIAOIINE COLUATBLHYIO aJalTAlMIO JTIOAEeH C OrpaHHYEHHBIMH BO3MOXKHOCTSMHU M KPaTKUI
aHAIIN3 JaHHBIX MPUIOKEHMH. — MH(bOpMalMOHHBIE TEXHOJOTHH. DJIEKTPOHHEIN KypHan-2019
[Onexrponnsiii pecypc]. — URL: IlporpaMmuble cpeacTBa M YCTPOMCTBa IIOBBILIAIOIINE
COIMATBHYIO aNanTallMi0 JIIOJIE C OTrpaHWYCHHBIMH BO3MOXKHOCTSIMH W KpaTKUH aHam3
JAHHBIX TpUiIoKeHu (cyberleninka.ru).

4. OcunoBa C.A., CugopoBa M.A. Pazpaborka npunoxkenuss «CypmoialT» s U C
OrPaHMYEHHBIMH  BO3MOXKHOCTSIMH ~ 3J0POBbS. — bHOTEXHWYECKHE, MCOHUIIMHCKHE U
JKOIIOTUYECKHE CHCTEMBI, H3MEPHUTEIbHBIE YCTPOWCTBA M POOOTOTEXHUYECKAE KOMIUIEKCH —
Buomencucrems-2020, 2020. — C. 439-442.

5. Buaman B.B., Bugman A.Sl., Banromun WM.C. Ponp nepemauu 3MOLUH B MPHIIOKCHUU IS
cypnonepeBona. — MH}opMaImoHHO-TeTIeKOMMyHUKAIIMOHHBIE CHCTEMBI U TexHonorun, 2018, —
C. 18-21.

6. Ceicoe M.Jl.,, I'pud M.I. I[IpoexTupoBaHHE CHCTEMBI YHAIEHHOrO CYypIOIepeBosa s
MOJACPIKKH TIPOLIecca MHKIIO3UBHOIO 00yuenus. — Pegakinuonnas komrerus, 2018. — C. 33.

7. Penenkas A.Sl., Bumman B.B. Oco0eHHOCTH afanTaivy IPHI0KEHUS «CYpPIOIEPEBOIUHNKY IO
MoOmibpHYl0  Tuiatrpopmy. —  CoBpeMeHHBIE  TPOOJIEMBI  pPagUOdICKTPOHUKH U
tenekommyHukarmii «PT-2016», 2016. — C. 191.

Ne4(138)2023



https://mintrud.gov.ru/ministry/programms/3/0
https://cyberleninka.ru/article/n/programmnye-sredstva-i-ustroystva-povyshayuschie-sotsialnuyu-adaptatsiyu-lyudey-s-ogranichennymi-vozmozhnostyami-i-kratkiy-analiz/viewer
https://cyberleninka.ru/article/n/programmnye-sredstva-i-ustroystva-povyshayuschie-sotsialnuyu-adaptatsiyu-lyudey-s-ogranichennymi-vozmozhnostyami-i-kratkiy-analiz/viewer
https://cyberleninka.ru/article/n/programmnye-sredstva-i-ustroystva-povyshayuschie-sotsialnuyu-adaptatsiyu-lyudey-s-ogranichennymi-vozmozhnostyami-i-kratkiy-analiz/viewer

UngpopmayuoHHbIe cucmeMbl u mexHosI02uU

8. Kocpkun M. A. AHanu3 MOAXOA0B K MMOCTPOSHUIO MTPOCTPAHCTBEHHBIX PEKOHCTPYKUUH 0OBEKTOB
Ha OCHOBE BHAEO0MOTOKa. — MHpopMaronusie cucreMsl U TexHonoruu, 2020. — Ne 2(118). — C.
20-28. — EDN SSNHFU.

9. bBenoB A.A. u ap. MozenupoBaH#ue CUTHAJIOB B TEIEKOMMYHUKAIIUSAX ayqMOOOMEHa B YCIIOBUSIX
akyctuueckux momex / A.A. bemos, FO.A. Kpomoros, A.1O. Ilpockypskos, H.E. Xonkuna //
HNudopmanmonnsie cuctemsl 1 TexHoaoruu, 2019. — Ne 5(115). — C. 93-102. — EDN ULUEWQ.

Bynniok Pyciaan

Wnxunupunrossii komwiemx @PI'AOY BO HUY «benl 'V, r. Benropon
Crynenr 3 rona oOy4deHus

E-mail: 1481396@bsu.edu.ru

I'onuapos ImuTpuii BuktopoBu4

OI'AOY BO «benropoackuii rocyapcTBEHHbBIM HAIIMOHAIBHBINA UCCIEI0BATENbCKUNA YHUBEPCUTETY,
r. benropon

Acnupanr 4 rona oOy4eHus

E-mail: goncharov_dv@bsu.edu.ru

HNBamyk Opect JIMmuTpueBn4

OI'AOY BO «benropoackuii rocy1apcTBEHHbIM HAIIMOHAIBHBINA UCCIEI0BATENbCKUN YHUBEPCUTETY,
r. bearopoxg

Kanaunat TeXHHUECKUX HayK, HOLIEHT

E-mail: ivaschuk_o@bsu.edu.ru

PoixenkoB ApreM ButanbeBuu

Nmxunnpunarossiid komuiex ®I'AOY BO HNY «benl V», r. benropox
Crynenr 3 rona oOy4deHus

E-mail: 1429237@bsu.edu.ru

CuHBKO AJlekcaHIpa AJIeKCaHIPOBHA

OI'AOY BO «benropoackuii rocy1apCcTBEHHbBIM HAIIMOHAIBHBIA UCCIIEIOBATENbCKUN YHUBEPCUTETY,
r. benropon

Acnupanrt 4 rona o0y4deHus

E-mail: sinko@bsu.edu.ru

R. BUNDYuUK (Student)
Engineering College of the Belgorod National Research University, Belgorod

D.V. GONChARQYV (Post-graduate Student)

0.D. IVAShhUK (Candidate of Engineering Sciences, Associate Professor)
Belgorod National Research University, Belgorod

A.V.RY’ZhENKOQV (Student)
Engineering College of the Belgorod National Research University, Belgorod

A.A. SIN’KO (Post-graduate Student)
Belgorod State National Research University, Belgorod

DEVELOPMENT OF A SIGN INTERPRETER BASED ON NEURAL NETWORK DATA ANALYSIS

Problems of accessible environment are experienced not only by people with limited mobility, but also by
people with partial or complete hearing loss and speech impairment who need full access to oral information. The lack
of free access, effectively working on the basis of assistive technologies, specialized applications designed to improve
the quality of life of hearing-impaired people determined the direction of this study, as a result of which a prototype of
an accessible and effective application was developed that can significantly simplify the process of perception and
transmission of information for persons of this category due to the rapid qualitative conversion of gestures into text and
speech.
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At the first stage of the study, the following were formed: basic requirements for the functionality of the
software (software) and an algorithm for writing to a database (DB); gesture conversion, a training sample was
created; artificial neural network (INS) training was conducted and an interface was implemented that allows the user
to use the software not only for communication, but also (if necessary) for additional training of the INS built into the
program.

To determine the effectiveness of the neural network, a comparison was made with the analytical translation
method, which showed an increase in recognition efficiency by at least 5%, which allows us to conclude that further
research is promising in the direction of creating full-fledged software for the hard of hearing, based on the methods
used.

Keywords: hearing loss; sign language; neural network; sign language translation.
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OBBEKTHASI MOJIEJIb ®ANJIOBOM CUCTEMbBI ACY BUPTYAJIBHOI'O
HNPEANIPUATHUA B OBJIAYHBIX CUCTEMAX XPAHEHUSA U OBPABOTKHU JAHHBIX

B oannoii cmamve asmopwi nposoosm onucarue pazpabomanHol 06vekmuou mooenu ¢hatinosoil
cucmemot ACY eupmyanvnoco npeonpusmus. Ilpusedena paspabomannas ouazpamma Kiaccos
supmyanvhou gavnosoil cucmemvl. Onucanvl ampubymol u MmMemoobl evloelennvix Kiaccos: ServerVFES,
User, Node, State, Catalog, Document, VirtualFile, File.

Kntouesvie cnosa: obnaunvie cucmemvl Xpamenus OAHHBIX, OONbWUe OAHHbIE, ABMOMAMUIAYUL
uHgopmayuonnvie mexnonocuu;, HMumepnem-cepsuc, SupmyanvHas @aunioeas cucmema, GUPMYAIbHOE
npeonpuamue; 00beKMHAs MOOEb.
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FILE SYSTEM OBJECT MODEL OF A VIRTUAL ENTERPRISE AUTOMATED CONTROL SYSTEM
IN CLOUD STORAGE AND DATA PROCESSING SYSTEMS

In this article, the authors describe the developed object model of the virtual enterprise ACS file system. The
developed virtual file system class diagram is given. The attributes and methods of the selected classes are described:
ServerVFS, User, Node, State, Catalog, Document, VirtualFile, File.

Keywords: cloud storage; big data; automation; information technologies; Internet service; virtual file system;
virtual enterprise; object model.
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TEXHOJIOI'HYECKUMMU ITPOLJECCAMHU U ITPOU3BOJCTBAMA

VIK 675.1 004.94 (075): 658.012.011.56 (075)
O.A. BOPOHMHA, B.A. JOFAHOBA

TEOPETHKO-MHOXECTBEHHBIHN IMOJIXO/]
K OIIUCAHUIO OFBEKTOB 1 ®OPMHUPOBAHUIO BA3bI 3HAHUM
nPU MOAEJIUPOBAHUUN TEXHOJIOT'HYECKUX KOMIIVIEKCOB

B oannoii pabome npeonacaemcs nooxoo K ORUCAHUIO 00BEKMO8 U (POPMUPOBAHUIO OA3bL 3HAHULL
npu MOOETUPOBAHUY CUCTIEM YIPABTEHUSL MEXHOIOSULECKUX KOMIIEKCO8 C MPAHCHOPMHBIM 3ANA30b18AHUEM.
Ipeonazaemcs hopmanvras konyenmyanvhas mooenv (OKM) nocmpoenus npoepammubix Mooenei cucmem
VAPAGAEHUS MEXHOA0SUYECKUX KOMNAEKCO8 ¢ mpancnopmuvim 3anazovieanuem (CY TK).

Knwueevle cnosa: mexmnonocuueckue KOMNJIEKCHL, MPAHCNOpmMHoe 3ana30bleaHue; d)OpMaﬂbHa}Z
KOHYyenmyajavbHas Moaeflb,' npocpammuat Mooenb.
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A SET-THEORETIC APPROACH TO THE DESCRIPTION
OF OBJECTS AND THE FORMATION OF A KNOWLEDGE BASE IN THE MODELING
OF TECHNOLOGICAL COMPLEXES

In this paper we propose an approach to develop mathematical software ASU plant for production of bitumen
and fuel from heavy oil in conditions of uncertainty of initial information based on the methods of expert estimations.
Discusses the use of methods of expert assessments in developing mathematical models that will be used when creating
ACS installation.

Keywords: technological complexes; transport lag; formal conceptual model; software model.
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MATEMATHYECKOE U IIPOI' PAMMHOE OBECIIEYEHUE
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AHAJIM3 METOJOB NPOEKTUPOBAHUA
HUI'POBBLIX CYIHHOCTEU ITPU PASPABOTKE UI'P B UNITY

B cmamve paccmompenvi u npoananusuposansi Hauboiee nonyispHvie u d¢h@ekmusnvie Memoovl
NPOEKMUPOBAHUSL CMPYKIYPbl USPOBBIX CYWHOCHEU NpU paspadbomke uep 6 KpOCCHAAm@opMeHHOU cpede
Unity. Bovidenewbi  00CMOUHCMBA U HEOOCMAMKU  0O0bEKMHO-OPUESHMUPOBAHHO20,  WAOIOHHOZ0,
KOMNOHEHMHO-0PUCHMUPOBAHHO20 U CMEUAHHO20 NO0X0008 NPU NPOEKMUPOBAHUU USPOBBIX KIACCO8
opyarcust u 60Uyo8 baudcHe2o u Oanvhe2o 605 0 uepvl 6 dcanpe Role-Playing Game (RPG) na szvixe
npoepammupoganuss  C#. Ilpednosicenvt  cnocobvl  npeodoneHuss npoobrem,  BO3HUKAIOWUX — NpU
NPOEKMUPOBAHUU  USPOBLIX — CYUWHOCMEN — PACCMOMpPeHHbiMU — Memooamu.  Takoce 6 — cmamve
NPOAHANUBUPOBAHBI NOOX00bL K NPOEKMUPOBAHUIO NOBEOCHUS HEUSPOBbIX NEPCOHAdCel U YNPAasieHUs.
ueposvim nepconasxcem. Ilposeden cpasrumenvublll anaius u 6videnenbl 0CODEHHOCMU 08YX HOOX0008:
n00X00a C UCNONL3OBAHUEM MAUUHBL COCIOSHUL U HAUBHO2O N0OX00d, OCHOBAHHO2O HA NPOBEPKAX Yepe3
VCIIOBHBLIL ONEPaAmop eciu-mo.

Knrwouesvie cnosa: Unity; C#;  obvekmuo-opuenmuposannvliic. - nooxo0;,  KOMNOHEHMHO-
OPUEHMUPOBAHHDLI NHOOX00, MAULUHA COCMOSIHULL.
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ANALYSIS OF GAME ENTITY DESIGN METHODS IN THE GAME DEVELOPMENT IN UNITY

In the article discussed and analyzed more popular and effective game entity design methods in the game
development in the cross-platform environment Unity. The advantages and disadvantages of object-oriented, template-
based, component-oriented and mixed approaches in designing game classes of weapons and melee and ranged fighters
for the game in the role-playing game (RPG) genre in the C# programming language were found. The ways of
overcoming the problems appearing in the design of game entities by the considered methods were offered. In the
article also analyzed approaches to designing of non-game characters’ behavior and game character management. The
comparative analysis conducted and the features of two approaches were highlighted: the state machine approach and
the naive approach based on checks through the conditional if-then operator.

Keywords: Unity; C#; object-oriented approach; component-oriented approach; state machine.
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AHAJIN3 TAPAMETPOB OIIINBOK KAHAJIOB U TPAKTOB
HA COOTBETCTBHE JOJI'OBPEMEHHBIM HOPMAM

Hokazano, umo OCHOGHBLIMU naApamempamu OwuboK SGIAOMC KOdphuyuenmol CeKyHO ¢
OWUOKAMU, CEKVHO C CYULeCMBEHHbIMU ouudKamu u O0K08 ¢ QoHo8bIMU owubKamu. YKasvieaemcs, 4mo
HOpMbl HA KAYecmeo (DYHKYUOHUPOBAHUS YUPDPOSbIX cemell 83aumMoysa3anHHol cemu ceiasu Poccutickoii
Dedepayuu OpueHmMupyIOmess Ha 2UNOMemu4ecKue SMaioHHble MPAaKmovl Mexic0y OKOHEUHbIMU NYHKMAMU,
umerowgumu onurny 13 900 km. JJemoncmpupyemcs Ha npumepax nopsaodox pacuema u aHaIU3d Napamempos
OWUOOK KAHANO8 U MPAKMO8.
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ANALYSIS OF CHANNEL

AND PATH ERROR PARAMETERS FOR COMPLIANCE WITH LONG-TERM STANDARDS

It is shown that the main error parameters are the coefficients of seconds with errors, seconds with significant
errors and blocks with background errors. It is indicated that the standards for the quality of functioning of digital
networks of the interconnected communication network of the Russian Federation are guided by hypothetical reference
paths between endpoints having a length of 13,900 km. The procedure for calculating and analyzing the error
parameters of channels and paths is demonstrated by examples.

Keywords: quality of service; error parameter; digital network; bit error; long-term norms.
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A.O. KOJIBIYEB, A.H. OPEIIIMH, P.A. OPEIIINMH

OLEHKA BEPOATHOCTHU OTKA3A OIITUYECKOI'O BOJIOKHA
B CTPYKTYPUPOBAHHbBIX KABEJIBHBIX CETAX

B cmamve nonyueno evipadicenue 015 pacuema 3A6UCUMOCTHU  GEPOSIMHOCMU  OMKA3A
ONMUYECK020 BONIOKHA OM NPUNLOJICEHHO20 8 Npoyecce IKCHIyamayuu Hanpsicenus. Hcnonv3sys
NOAYUEHHYIO DOPMYILY, HPEOOCMABISAEMC 803MONCHOCHb CRPOSHOZUPOBAMb OMKA3 8 JUHUU CEA3U U
onpeodenums HeoOX00UMOCHb UIU YenecO0OPA3HOCb OONOJIHUMEIbHBIX 8I0NCEHUU 8 PEKOHCIMPYKYUIO U
CMpPYKmMypuposanue KabeibHuix cemetl.
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ESTIMATION OF THE PROBABILITY
OF OPTICAL FIBER FAILUREIN STRUCTURED CABLE NETWORKS

The article provides an expression for calculating the dependence of the probability of failure of an optical
fiber on the voltage applied during operation. Using the obtained formula, it is possible to predict a failure in the
communication line and determine the need or expediency of additional investments in the reconstruction and
structuring of cable networks.

Keywords: telecommunications; optical communication cable; static fatigue; dynamic fatigue; Weibull
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YK 621.391
C.B. KOCTHUH, J.C. MUIIIMH, A.H. [IEPEBEP3EB

MOJEJIb MPOIIECCA OBCJYKUBAHUA 3ASIBOK B 3BEHE MYJbTUCEPBUCHOHN
CETH CBs3HU B YCJIIOBUAX OTKA30B KAHAJIBHOI'O PECYPCA

Kauecmeo obcnysicusanus 3as180K 8 MyIbMUCEPBUCHOU CEMU C653U 3AGUCUM HE MOJbKO OMm
umeroujecocs: 00veMa KaHaibHO20 pecypcd, HO U Om e20 cocmosHus. B cmamve npednoscena mooens
npoyecca 06CIYHCUBAHUSL 3AABOK 6 36EHE MYIbIMUCEPBUCHOU CemU C653U, NO360JIAIOUASL YHUMbIEANb GIUSHUE
omkazoe cemesvix pecypcos na QO0S (Quality of Service, kawecmeo obcnyacusanus). B ocnose mooenu
Jledcum mom Qakm, 4mo Kawecmso 0OCIYHCUBAHUS 2eMePOSEHHO20 MPAPUKA OYEHUBACTNCSL YUCTOM MOIbKO
UCNPABHO20 NepPedamoyHo20 pecypca 36eHa mynomucepsuctoti cemu ceszu (MCC).

Knwuesvie cnosa: xananvhvlii pecypce;, MYIbMUCEPBUCHAS Cemb, HAOENHCHOCb, KAYECME0
00CTYIHCUBAHUSL.
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APPLICATION SERVICE PROCESS MODELIN THE LINK OF A MULTISERVICE COMMUNICATION

NETWORK IN THE CONDITIONS OF CHANNEL RESOURCE FAILURES

Quality of service of demands in a multiservice communication network depends not only on available volume of
a channel resource, but also from its condition. In article the model of process of service of demands in a link of the
multiservice communication network is offered, allowing to consider influence of refusals of network resources on QoS
(Quality of Service, quality of service). At the heart of model that fact lays, that quality of service of the heterogeneous
traffic is estimated by number only a serviceable transfer resource of a link of a multiservice communication network

(MCN).

Keywords: channel resource; multiservice network; reliability; quality of service.
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COCTOSAHUE, ITPOBJIEMBI, IEPCIIEKTHUBbBI PA3BUTUA

CUCTEM TPAHKHHI'OBOH MOJIBUXKHOM PAJITMOCBS3U HA OCHOBE

INPUMEHEHUWSA TEXHOJIOT'MA McWILL

Paccmompenvl  cucmemvl  mpankune080U  NOOBUINCHOU PAOUOCESI3U  HA COBPEMEHHOM Omane
pazeumusi 8 Poccuu, 060cHo8ana 6ancHOCMb COXPAHEeHUsi ux padbomocnocoOOHOCMU U MOOEPHUZAYUU C
VUEMOM CLONCUBULETICS. BHEUHENOTUMUYeCKOU 00CMAHOBKY, COENaH 8bl800 0 NOMEHYUALEe UCHOIb308AHUS U
nepcnekmuge pazeumusi OAHHLIX CUCMeM Ha ocHose npumenenuss mexnonoeuu McWILL (McWILL —
Multicarrier Wireless Local Loop).

Knrouegwie cnoea: menexommynuxayuu, cesa3v, mpaunkune, ycayeu, McWILL.
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STATUS, PROBLEMS, PROSPECTS FOR THE DEVELOPMENT OF TUNING MOBILE RADIO
COMMUNICATION SYSTEMS BASED ON THE APPLICATION OF McWILL TECHNOLOGY

The systems of trunked mobile radio communicationat the present stage of development in Russia are
considered, the importance of maintainingtheir operability and modernization taking into account the current foreign
policy situation is substantiated, a conclusion is made about the potential for use and the prospects for the development
of these systems based on the use of McWILL technology (McWILL - Multicarrier Wireless Local Loop).
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A.b. ©°OKHNH

METO/I PACUETA BEPOSITHOCTEM CBSAA3BHOCTH

(KOD®PUIIUEHTOB TOTOBHOCTH) TEJEKOMM YHUKAIIMOHHOM CETH,

HNOJJEPKUBAIOIIEN MEXAHU3MbI OGECIIEYEHU A
OTKA30YCTOMYMBOCTH

B cmamve npeocmasenen Mmemoo pacyema HAOEHCHOCMU —MENeKOMMYHUKAYUOHHOU — Ccemiu,
noodepoicusaioujell MexaHuzmMvl 00ecneyenus OmKA30YCMOUYUGOCMY, HA OCHO8E MHO2ONEPEeMEHHBIX
UHBEpCUll OMpuYanull nepeceyeHull cooblmull Ces3HOCmuU Uiy HeceszHocmu epagha. Memoo pacuema
6EPOSIMHOCIU  CBA3HOCHU  (KOIDPUYUESHMA 20MOBHOCMU) NPUMEHUM KAK K MEXAHUIMAM 3aUUIMHO20
nepekmouenus (protection), max u Kk MEXAHUIMAaM OUHAMUYECKO20 6occmanosieHus (restoration).

Knroueswvie cnosa: MEeNEKOMMYHUKAYUOHHAA Cemb, 3AUUMHOe NEPEKIIOYEeHUe,; ouHamuveckoe
eoccmanoesjienue, Koaqbqbuuueﬂm 20moeHocmu, omKa30ycm012queocmb.
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METHOD FOR CALCULATING THE PROBILITIES OF CONNECTIVITY (READINESS RATES)
OF A TELECOMMUNICATIONS NETWORK THAT SUPPORTS FAULT TOLERANCE MECHANISMS

The article presents a method for calculating the reliability of a telecommunications network that supports
fault tolerance mechanisms based on multivariable inversions of negations of intersections of connected or incoherence
events of the graph. The method of calculating the probability of connectivity (readiness coefficient) is applicable to
both protective switching mechanisms (protection) and dynamic recovery mechanisms (restoration).

Keywords: telecommunications network; protection; restoration; readiness factor; fault tolerance.
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HHDOPMAIIMOHHAA FE3OIIACHOCTD U 3AII[UTA UHDOPMAILIUU
VJIK 004.056

M.M. TOJIEMBUOBCKUI, O.M. TOJIEMBMOBCKAS,
E.B. KOHZAPAIIOBA, M.1O. PBITOB, O.B. TPETbAKOB, E.E. YUHWJIMH

O OPMAJIMBALMS MPOLECCA OHEHKHU 3AINAINEHHOCTH OB BEKTOB
KPUTUYECKOU UHOOPMAIIMOHHOU UHOPACTPYKTYPbI (KUN)

Obecneuenue  unpOpMayuoHHol  6e30nacHOCMU  00BEeKMO8  PA3TUYHOU  HANPAGLEeHHOCTU
cmanosumcs. 6ce bOonee npuopumemuol 3aoauei. Obwemupogas 0OCMAHOBKA MOIbKO YCUTUBAEM
BANCHOCMB U HEOOXOOUMOCHb YCOBEPULEHCIBO8ANUsL npoyedyp 3awumbl. Eciu panee 0CHOGHOU yenbio
3MOYMBIUAECHHUKO8 OblIA (QUHAHCOBASL 6b1200d, MO 3a NOCNeOHUe HECKONbKO Jem (OKYC CMeCmuics Ha
HaHeceHue penymayuoHuvlx nomepsb. 4mo cmasum noo yodap oueHb MHO2Ue KpYHHble KOPnopayuu u
KOMAAQHUU, HO 6 Nepeylo ouepedb N0 yoap nonacaiom o0vekmvl KpUmuyeckol UHGOPMAYUOHHOU
unppacmpykmypor  (KUH). B pamxax cmamvu npedcmagiena Gopmanuszayus npoyecca OYeHKu
sawuwennocmu  0ovexkmog KUHW ¢ yuemom axmyanvHocmu yepo3 uHQOpMayuonHot 6e30nacHocmu,
NpUMEHeHUe KOMOopo2o 6 NOCIeOCMGUU NOMO2Aem  CHU3UMbL  B03MOJICHble PUCKU U  NOGLICUMD
aghpexmuenocms cucmemul 3auUmMbL UHGOpMaAyULL.

Knwuesvie cnosa: kpumuueckas ungopmayuonnas un@pacmpykmypa (KHH); oyenxa,
3AUUUEHHOCb, YePO3a, UHPOPMAYUOHHAS OE30NACHOCTD.
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FORMALIZATION OF THE PROCESS OF ASSESSING THE SECURITY
OF CRITICAL INFORMATION INFRASTRUCTURE (CI1) OBJECTS

Ensuring the information security of objects of various orientation is becoming an increasingly priority task.
The global situation only reinforces the importance and necessity of improving protection procedures. If earlier the
main goal of the attackers was financial gain, then over the past few years the focus has shifted to causing reputational
losses. Which puts a lot of large corporations and companies at risk, but first of all, objects of critical information
infrastructure (Cl1) come under attack. The article presents the formalization of the process of assessing the security of
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ClIl objects, taking into account the relevance of information security threats, the use of which subsequently helps to
reduce possible risks and increase the effectiveness of the information security system.

Keywords: critical information infrastructure (Gll); assessment; security; threat; information security.

BIBLIOGRAPHY (TRANSLITERATED)

1. Bezopasnost' Kil [Jelektronnyj resurs]. - URL:
https://softline.ru/uploads/03/85/55/c9/8¢/f8/d0/38/9c/origin.pdf (data obrashhenija: 13.04.2023).

2. Issledovanija RKCT [Jelektronnyj resurs]. — URL: https://cdto.ranepa.ru/sum-of-tech/materials-by-type/5
(data obrashhenija: 13.04.2023).

3. Aktual'nye  kiberugrozy: |  kvartal 2022 goda  [Jelektronnyj  resurs]. -  URL:
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-q1/ (data
obrashhenija: 13.04.2023).

4. Aktual'nye  kiberugrozy: Il kvartal 2022 goda  [Jelektronnyj resurs]. —  URL:
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-q2/ (data
obrashhenija: 13.04.2023).

5. Aktual'nye  kiberugrozy:  IIl  kvartal 2022 goda  [Jelektronnyj  resurs]. -  URL:
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-q3/ (data
obrashhenija: 13.04.2023).

6. Aktual'nye  kiberugrozy: IV kvartal 2022 goda [Jelektronnyj  resurs]. —  URL:

https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-g4/(data
obrashhenija: 13.04.2023).

7. Gromov JuJu. i dr. Ocenka jeffektivnosti sistem zashhity informacii i analiz riskov informacionnoj
bezopasnosti v organizacii / Ju.Ju. Gromov, P.l. Karasev, Ju.A. Gubskov, V.O. Kotjukova // Informacija i
bezopasnost', 2022. — T. 25. — Ne 2. — S, 187-192. — DOI 10.36622/VSTU.2022.25.2.003.

8. Bank dannyh ugroz FSTJeK [Jelektronnyj resurs]. — URL: https://bdu.fstec.ru/threat-section (data
obrashhenija: 15.04.2023).

YK 004.056
B.A. EOPIOKOBA, B.A. IYTOB

MAHUITYINPOBAHUE COBHAHUEM _
B COBPEMEHHBIX YCJIOBUAX HH®OPMALIMOHHOU BOUHDbI

B nacmoswee epems c paszsumuem nepedosvix mexnono2uu, yugposuzayuel, erodbanuzayue
unmepnema u 3gonioyuonuposanuem CMHU, mema Manunyiuposanus coO3Hanuem 4eno8eKa A6NsAemcs 0OHUM
U3 BAVICHEUWUX ACNEKMO8 8e0eHUsl UHPOPMAYUOHHOU 60UMbI. Lleny dannoli cmamvu — 00Ka3amy GlusHUe
NORYAAPUAYUU HEOOCMOBEPHOU UHPOPMAYUU HA YENI0BEKd, GO3MONCHOCMb KOMNEKIMUGHOU MAHUNYIAYUU
NOCPeOCmBOM MACCO8OU UHDOPpMAYUYU, ONUCAMb MEMOO 3aWUmsl C UCHONL30OBAHUEM YUDPOSU3AyUU U
UCKYCCTNBEHHO20 — UHMENNIeKMA, Meopemuieckoe peuieHue npoonemvl VBeauyeHus HeooCmOo8epHOU
ungopmayuu 6 ounaun — CMU. B cmamve paccmampusaemcs cCywHOCMb UHDOPMAYUOHHOU BOUHDI,
Memoobl ee gedenus, yeau MAHUnYIupoSanus COHAHUEM 4el06eKd, CMABUMCs 3a0aya 3auumyl CyobeKmos
P® 6 obracmu ungopmayuonnou 6e3onacHocmu, a makdyce 8 pabome UCNONb3VEMCA BU3VATUIAYUA
uccnedosanull, OCHOBAHHbLIX HA 6a3e OMKPbLIMbIX UCHOYHUKOS NO uzyuaemou meme. B coomeemcmeuu c
HaMEYeHHOU Yenvlo U 3a0a4yamiu UCCie008aHuUs, & Cmamve ObllU UCHONb30BAHbL CedYIoWUe Memoobl.
meopemudeckull  aHAIU3 HNCUXOJIOSUYECKOU U MemoOU4ecKol umepamypbl no meme UCcie008aHus,
epaguyeckuii Memoo omobpasjiceHus pe3yrbmamos ananusza. Ha ocnose oyenxu xonuuecmea xcanod Ha
nyoauKayuy HeoOCMOBEPHbIX OAHHLIX 8 3APYOENCHBIX U POCCULICKUX Medud, OOCMYHHBIX 8 OMKPbIMbIX
UCMOYHUKAX, YUCIA UHPOPMAYUOHHBIX amaK U Kubepamax Ha poccutickue KOMNAHUuU, 6 Cmamve npueeoeH
Memod 00pvObl ¢ He0oCmosepHOU uH@opmayuel u 3awumoun 2ocydapcmea 6 yenom. Tema
MAHURYIUPOBAHUSL MACCOBLIM CO3HAHUEM 6 YCIO0GUAX UHDOPMAYUOHHOU GOUHLL AKMYANbHA HA OAHHLIU
MomeHm u Oyoem Gocmpebo8ana ewje NPOOOJHCUMENbHOE 6PeMsi NO HNPUYUHe DA3GUMUSL MOWHOCHU
Kaxico02o0 U3 NpomueodOpCmEyIouux 20Cyoapcme, VEeIUYeHus GIUAHUA UX 6 MUpOGOU Noaumuxe u
IKOHOMUKe.
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Knwoueswie cnosa: ungopmayuonnas 6e30nacHocms, UHGOPMAYUOHHASL GOUHA, MAHUNYIUPOBAHUE

CO3HAHUEM.

(© Edprokosa B.A., Illyros B.A., 2023

10.

11.

12.

13.

14.

15.

Ne4(138)2023

CIIUCOK JIMTEPATYPbBI

[ouenmos I'.I'. Uadopmanmonnsie BoiHbL. — M., 2000. — C. 20.

Acrapkua  A.C. Tlpuwembl u cpemctBa BeaeHuss uH(opMmannoHHoW BoiHEI B CMU. —
KommyHuKOMOTHS: 37EKTpOHHBIN HayuHbll xypHan, 2020. — Tom 5. — Ne 1. — C. 71-79
[DnekTponnsiii pecypc]. — URL: https://elibrary.ru/item.asp?id=44155844 (mata oOpaieHwus:
20.09.2022).

Jokrpuna uHpopManmonHoit Oe3omacHoctd Poccuiickoit denepanyu, yTBepKIeHa YKa3oM
[Ipesunenta Poccuiickoit @eneparuu 5 nexadps 2016, Ne 646 myHKT 2 [D7IeKTpOHHBIH pecypc].
— URL: http://www.kremlin.ru/acts/bank/41460 (nara oopamienus: 17.09.2022).

Kurpebayeva G. The modern information culture and information warfare. — The Europe and
the Turkic world: science, engineering and technology, 2016. — C. 466-469.

OenepanpHbIid 3ak0H «O Oe3omacHOoCTH» OT 28.12.2010 Ne 390-D3 [DmekTpoHHBIN pecypc]. —
URL.: http://www.kremlin.ru/acts/bank/32417 (mnata obpamenus: 19.09.2022).

Pockomuanzop moxsen urorn paboThl ¢ oOpamieHusMA rpaxkaan 3a | momyroaue 2022 rona //
DdenepanbHas ciayx0a 1Mo Haa30py B cdepe CBA3M, MHPOPMALIMOHHBIX TEXHOJIIOTUH M MacCOBBIX
KOMMyHHKanui [Dnekrponnsiit pecypc]. — URL: https://rkn.gov.ru/news/rsoc/news74464.htm
(mara obpamerus: 07.11.2022).

PKH 3a nosiroma momy4uit 145 Teic. 5xano0 rpakiaH, B TOM YHCIIe Ha (GeHKH O criernonepauu //
Wurtepdakc [Dnekrponnsiii pecypc]. — URL: https://www.interfax.ru/russia/858236 (nmata
obpamenwust: 07.11.2022).

VYka3 Ilpesupenra PO «O6 yrepxacanr OCHOB TOCYJapCTBEHHOW MMOMUTHKH Poccuiickoit
Odenepanyy B 001aCTH MEXIYHAPOIHOW HMHPOPMAIMOHHON Oe3omacHocTi» oT 12.04.2021 Ne
213 mommynkt «a». — Ilyakr 8. — I'maBa 2 [Onekrponusrii pecypc]. — URL:
http://www kremlin.ru/acts/bank/46614 (nata obpamienus: 25.09.2022).

Anamutuka, Otuersl komnanuu, PTK-Comap // Pocrenekom. Comap [DneKkTpoHHBIA pecypc]. —
URL.: https://rt-solar.ru/analytics/reports/ (mata oopamienus: 07.11.2022).

Atakm Ha poccuiickue KommnaHuu B 3-M kBaptane 2022 roma. — Pocrenekom. Comap, 2022. — C.
4 [Dnextponnsiii pecypc]. — URL: https://rt-solar.ru/analytics/reports/3089/ (mata oOpareHus:
09.11.2022).

Tomamesckass B.C., SIxoBneB J.A. CmocoObl 006pabOTKH HECTPYKTYPHPOBAHHBIX NAHHBIX. —
Poccuiicknii TexHonmornuecknii xypHai, 2021. — Ne 1(39). — C. 7-17.

VYka3 Ilpesunenta PO «O Crpaternn HanmonamsHOU OezomacHoctu Poccuiickoit Demepariumny
ot 02.07.2021 Ne 400 [Dnexrponnsiii pecype]. — URL: http://www.kremlin.ru/acts/bank/47046
(marta obpamenus: 25.11.2022).

VYka3 [Ipesunenra PO «O Crparernn pazButus HHPOpMAMOHHOTO oOmiecTBa B Poccuiickoit
Oenepannu Ha 2017-2030 romer» ot 09.05.2017. — Ne 203 [OnexrponHsiid pecypc]. — URL:
http://www.kremlin.ru/acts/bank/41919 (nata obpamenus: 25.11.2022).

P® I'OCT P 58412-2019 «3amura undopmanuu. Pazpaborka Oe3omacHOro mporpaMMHOIO
obecriedueHus. YTpo3sl  0e30mMacHOCTH  WH(POpMAIMK TpPU  pa3paboTKe MpOrpaMMHOI0
obecrieueHus» [OnexkTpOHHBIN pecypce]. - URL:
https://fstec.ru/component/finder/search?q=roct+p+58412-2019&Itemid=103 (mata
obpamenwns: 02.12.2022)

Cucrema obecrnieueHus: nHpopMaimonHoit 6esonacuoctu, Solar JSOC. — Pocrenekom. Cornap
[Onexktponnsiii  pecypc]. — URL: https://rt-solar.ru/products/jsoc/ (1ara obpaineHus:
05.12.2022).




Hay4HO-mexHuUYecKuU xypHan

Edproxosa Bukropusa AnapeeBHa

OI'BOY BO «MUPDA — Poccuiickuii TeXHOJIOrHYeCKHid yHUBepcuTeT, MHCTHTYT KnOepbe3onacHoCTH 1
uQpOoBBIX TeXHOIOTHIA T. MockBa

Crynenr 2 xypca

Ten.: 8 915083 55 50

E-mail: vika.efryukova@bk.ru

IyTo Bacuanii AnekcaHIpoBu4

OTI'BOY BO «MUPDA — Poccuiickuii TeXHOJIOrHYeCKHd yHUBepcuTeT, MHCTHTYT KnbGepOe3onacHOCTH 1
IUQPOBBIX TEXHOJIOTHH, T. MocKBa

AcCHUCTEHT, MpenoaBaTellb

Ten.: 8977 77090 74

E-mail: vasyankot@yandex.ru

V.A. EFRYuKOVA (Student)

V.A. ShUTOV (Assistant, Teacher)
MIREA — Russian Technological University, Institute of Cybersecurity and Digital Technologies, Moscow

MANIPULATION OF CONSCIOUSNESS IN MODERN CONDITIONS OF THE INFORMATION WAR

At present, with the development of advanced technologies, the globalization of the Internet the topic of
manipulating human consciousness is one of the most important aspects of information warfare. The purpose of this
article is to prove the impact of popularization of false information on a person, the possibility of collective
manipulation through the mass media, solution to the problem of increasing false information in online media. Also
discusses the essence of the information war, the methods of its conduct, the goals of manipulating human
consciousness, sets the task of protecting the subjects of the Russian Federation in the field of information security, uses
the visualization of studies based on open sources on the topic under study. Based on an assessment of the humber of
complaints about the publication of inaccurate data in foreign, Russian media available in open sources, the number of
information attacks on Russian companies, the article presents a method for combating inaccurate information,
protecting the state as a whole. The topic of manipulation of mass consciousness in the context of the information war is
relevant, will be in demand for a long time due to the development of the power of each of the opposing states.

Keywords: Information security; information warfare; manipulation of consciousness.
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IKCIIEPUMEHTAJIBHOE ONTPEJAEJEHUE TAPAMETPOB OTPA’KEHHOI'O
OT HECKOJIBKUX HCTOYHUKOB HH®OPMAIIMOHHBIX COOBIIIEHUI
HHTEPMOAYJISIHUOHHOI'O CUTI'HAJIA ITPU ITOIIBITKE
HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA
METOAOM BBICOKOYACTOTHOT'O HABA3BIBAHU A

Haiidenvt  napamempuvl  uHmepMOOYIAYUOHHBIX — CUSHATIO8, NOAYYEHHLIX nymem  OOIYueHUs.
UCMOYHUKO8 KOHMUOCHYUATLHOU UHDOPpMAYUY MYTbMUNIUKAMUBHBIMU noMexamu. B pabome nonyuenvi
CHEeKmpanbhble XAPAKMEPUCTHUKU UHMEPMOOYIAYUOHHO2O CUSHANA, NPeOCmAasieHHble 8 Guoe 2paguxos
3a8ucumocmelt UHOEKCO8 AMNAUMYOHOU MOOYIAYUU OM YPOGHS NOMEXOBLIX NPOYECcos, Om pacCmosHUs
Mexucoy 30HOUpyiowjell AHMEHHOU U AMAAUMYOHbIMU Moldyasmopamu. Ilonyuennvie cnexmpanbhbvie
XapaKmepucmuKky NOKA3bleaiom, 4mo 30HOUPOBAHUE 6bICOKOUACHOMHBIM CUSHATIOM PAOUOITEKMPOHHBIX
00beKmo8, opmupyiowux uiu oopabamulearuux UHGOPMAYUOHHbIE NPOYECChl, NPUBOOUM K MOOYIAUUU
OMPANCEHHO20 — CUSHANA — KANCObIM — UHMOPMAYUOHHBIM — NPOYECCOM €  UHOEKCAMU — MOOVISYUU, He
NpesLIUAIOWUMY, KAK NPABUN0, HeCcKoabkux comulx. Ilokasano, uwmo Hanuuue OONOIHUMETLHOO
yempoticmea 80au3u 00vbekma KOHOUOEHYUATbHOU UHGOpMayuy, MOOYIUPYIOUE20 OMPANCEHHbIU CUSHAT
MEWArwWuM npoyeccoM, NO360IAEN 3HAYUMENbHO CHU3UMb ID@DEKMUBHOCMb  GblOCNeHUsl COOOWeHUs,
Hecyuje2o KOHQUOeHYUATbHYIO UHGOPpMAYUIO.

Knroueswvie cnosa: svicokouacmomuoe HAeA3bleAHUE, MHmepMO()y]lﬂl/;MOHHbllj CucHa, MO()y]lﬂl/ﬂ/tﬂ,'
KOquM()eHuua]leaﬂ MH(Z)OpMalzﬁ/lﬂ,' napamempu%cxuﬁ Kanaji, mMya1bmunjiukamuernasl novexa.
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EXPERIMENTAL DETERMINATION OF PARAMETERS OF THE INTERMODULATION SIGNAL
REFLECTED FROM SEVERAL SOURCES OF INFORMATION MESSAGES DURING AN ATTEMPT
OF UNAUTHORIZED ACCESS BY THE METHOD OF HIGH-FREQUENCY IMPOSITION

The parameters of intermodulation signals obtained by irradiating sources of confidential information with
multiplicative interference are found. The spectral characteristics of the intermodulation signal are obtained in the
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form of graphs of the dependence of the amplitude modulation indices on the level of interference processes, on the
distance between the sounding antenna and the amplitude modulators. The obtained spectral characteristics show that
probing with a high-frequency signal of radio-electronic objects forming or processing information processes leads to
modulation of the reflected signal by each information process with modulation indices not exceeding, as a rule, several
hundredths. It is shown that the presence of an additional device near the object of confidential information, modulating
the reflected signal by an interfering process, can significantly reduce the efficiency of isolating a message carrying
confidential information.

Keywords: radio-frequency radiation; intermodulation signal; modulation; privileged information; parametric
channel; multiplicative interference.
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Hay4HO-mexHuUYecKuU xypHan

TPEBOBAHUNS
K 0(pOpMJIEHUIO CTATHHU [IJIS1 ONY0JMKOBAHUS B JKypHAJe
«AnpopManoHHbIE CHCTEMbI U TEXHOJIOTHN»

OBIIUE TPEBOBAHUSA

Ob6bveM Matepuana, mpe;IaraeMoro K myOnuKanuu, U3MepsieTcsl CTpaHUIAMH TEKCTa Ha JIMCTaX
¢popmaTra A4 u comepxuT oT 4 N0 9 CTPAHHWI; BCE CTPAHUIBl PYKOIMUCH JOKHBI MMETh CIUIOIIHYIO
HyMepaluio.

B omHoM cOOpHHMKE MOXET OBITh OIMYOJMKOBaHA TOJNBKO OAHA CTAaThs OAHOTO aBTOpa, BKIIIOYAs
COABTOPCTRO.

AHHOTallUU BCEX MyOJMKYEMBIX MaTepUasoB, KIIOYEBBIC CIIOBA, HHPOPMAIUs 00 aBTOpax, CIUCKH
JUTEpaTypbl OyIyT HaXOAWUTHCS B CBOOOTHOM JIOCTYIIE Ha CaiiTeé COOTBETCTBYIOIIETO JKypHaja M Ha caiTe
Poccwuiickoit HayuHo#t 21ekTpoHHON Onbnnorekn — PYHOB (Poccuiickuii MHIEKC HAYYHOTO UTHPOBAHMUS).

[Tomumo cTaThbu aBTOPBI JOJDKHBI TIPEACTABUTH 3aKIIOUEHHE O BO3MOXKHOCTH OTKPBHITOTO
OITyOJTMKOBAHUS CTAThH.

TPEBOBAHUSA K COJEP)KAHUIO HAYUHOM CTATBbH

Hayunast crates, mpemocTaBisieMasl B >KypHAaJbl, JOJDKHA HMETh CICAYIOIMME 00f3aTejbHbIe
DJIEMECHTHI:

— TIIOCTaHOBKA ITPOOJIEMBI MJIK 3aJ[a4d B OOIIEM BHJIC;

— aHaJu3 JOCTI)KEHUH WM MyONIMKanni, B KOTOPBIX MpPEAIaraeTcsl peneHne JaHHOH TpoOiIeMbl HiTln
3a/1a4yM, Ha KOTOPBIE OIMUPAETCS aBTOP, BBIJCJICHUE HAyYHOW HOBH3HBI;

— HCCIIeIOBATENbCKAS YacTh;

— 000CHOBaHUE MOJTYYEHHBIX PE3YJIHTATOB;

— BBIBOABI 10 JAaHHOMY HCCIEIOBAHUIO M TICPCIICKTUBBI JAJbHEHINET0 pPa3BUTHS JTAHHOTO
HaTIpaBJICHYS,

— Oubmmorpadus.

TPEBOBAHHUSA K O®POPMJIEHUIO HAYUYHOM CTATHH

CraTtest momkHa ObITH HabOpana mpudpToM Times New Roman, pasmep 12 pt ¢ oxuHapHBIM
WHTEPBAJIOM, TEKCT BBIPAaBHHUBAETCS 10 IMUPHHE; a03aIlHbI oTcTym — 1,25 cM, mpaBoe moie — 2 cM, JIeBOe
rmosie — 2 cM, TOJIsl BHU3Y U BBEPXY — 2 CM.

Oos13aTeIbHbIE 3JIEMEHTHI:

- YVIK

— 3aryiaBue (Ha pyCCKOM U aHIVIMICKOM SI3bIKAX)

— aHHOTAUMS (HA PYCCKOM U AHIJIMHCKOM SI3BIKAX)

— KJIIOYeBble CJI0BA (HA PyCCKOM M aHIJIMICKOM SI3bIKAX)

CIHCOK JIUTEPATYPBbI, HA KOTOPYIO aBTOP CCBHUTAETCS B TEKCTE CTAThHU.

TABHI/ILII)I PUCYHKU, ®OPMVYJIbI

Bce Tabnuiupl, puCYHKH W OCHOBHBIE (DOPMYIBI, MPHUBEICHHBIE B TEKCTE€ CTATHU, JOJKHBI OBITH
MIPOHYMEPOBAHEI.

®opmyJibl cieayer HabupaTh B penakTope Gpopmyn Microsoft Equation 3.0 ¢ pasmepamu: 0ObIYHBIIH
mpudt — 12 pt, xpymasii wagekc — 10 pt, menkmii wamekc — 8§ pt. MopMyJibl, BHEAPEHHbIE KaK
u3odpakenne, He pgomyckaiorcsi! Pycckme wu Tpedeckme OykBBI, a TaKke OOO3HAUCHHS
TPUTOHOMETPUYECKUX PYHKIIUH HAOMPAFOTCS MIPSIMBIM MIPH(TOM, TATHHCKHE OYKBBI — KYPCUBOM.

Pucynku u npyrue wnIroCTpanuu (4epTexu, rpadKy, CXeMbl, JHarpaMMbl, (JOTOCHUMKH) CIETyeT
pacronaraTh HEIOCPEACTBEHHO TOCNE TEKCTa, B KOTOPOM OHM YIOMHWHAIOTCSI BIEpBble. PHCYHKH, YMCIIO
KOTOPBIX JTOJDKHO OBITH JIOTHYECKH OIPaBIaHHBIM, IIPEACTABISIOTCS B BHJIE OTJENBHBIX (hailiioB B (hopmare
*.eps (Encapsulated PostScript) wiu TIF pasmepom He menee 300 dpi.

CBEJIEHUS Ob ABTOPAX
B konue crateu npuBoastcst HaOpaHuble 10 pt cBexeHus 00 aBTOpax B TaKOM MOCIEI0BATEIEHOCTH
(dbamMunus, UMsL, OT4ECTBO (MOMYKUPHBINA IWPHU(T); yUpEKICHNUE UM OpTaHU3alMs, YUeHas CTEIEeHb, YIeHOe
3BaHUe, JOJDKHOCTD, aJipec, TenedoH, 3J1eKTpoHHas nourta (00sraHbIH mpudT). CBeneHus o0 aBTOpax TakKe
MPEAOCTABIISIIOTCS OTAENBHBIM (hailioM U 00s13aTeNbHO AyONUPYIOTCS Ha aHTJIMICKOM SI3bIKE.
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