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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJE/IMPOBAHUE
YK 621.039; 004.942

B.B. AHJIPEEB, A.A. BJIOXVH, A.M. CAMOMJIOB, A.A. CATAEB

BUPTYAJIbBHASI MATEMATHYECKASA MOJEJIb KOHTYPA
C ECTECTBEHHOU IUPKYJIAHIUEHN TEIIVIOHOCHUTEJIA
B TIPOI'PAMMHOM KOMILJIEKCE SIMINTECH

Hccnedosanue ecmecmeennol YupKyIsyuyu menioHOCUmens seisiencst 6adCHblM HANpagieHuem 6
SA0EPHOU  dHepeemuKe, MAK KAK OHA AGTIAEMCsT NACCUGHOU CUCMEMOU 0e30RACHOCHU U MOJicem
UCNOMBL308AMBCS OJIL OMBOOA OCMAMOUHBIX MENI08bI0eNEHUN OM AKMuHou 30ubl. L{ughposvie mexnonoeuu
no3601sm 601ee MOYHO U3YUUmMs OaHHbLL npoyecc. B pabome 6vin 6binoanen pso IKCHePUMERMOE C Yeblo
UCCNe008aHUsL eCIMEeCMBEHHOU YUPKYAAYUU MENTOHOCUMENSL HA PeAIbHbIX IKCNEPUMEHMATbHBIX YCIMAHOBKAX
0N co30anusi U gepugpuxayuu yu@posoco 08ounuxa npoyecca. OH no360nsgem ompaxcamv mexyujee
cocmosnue Mooeny Npu pasiuyHbiX YCI08UAX GHEWHEe20 6030elCmEuUs U NPOSHO3UPOBAMb ee N0BeOeHue.
Inamgpopmoti 0ns e2o cozdanus nocayxcuna omevecmeernnas npozpavmuas cpeoa SimlnTech.

Knwuesvie cnosa: yugposoii 060UHUK, SUPMYaTbHASL MAMEMAMUYECKAs MOOeb, eCMeCmEeHHAs
yupkynayus;, SiminTech.
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VIRTUAL MATHEMATICAL MODEL OF A CIRCUIT WITH NATURAL CIRCULATION
OF A COOLANT IN THE SIMINTECH SOFTWARE PACKAGE

The study of the natural circulation of the coolant is an important direction in nuclear power, since it is a
passive safety system and can be used to remove residual heat from the core. Digital technologies will allow us to study
this process more precisely. In the work, a number of experiments were carried out in order to study the natural
circulation of the coolant on real experimental installations for the creation and verification of a digital twin of the
process. It allows you to reflect the current state of the model under various conditions of external influence and predict
its behavior. The domestic SimInTech software environment served as a platform for its creation.

Keywords: digital twin; virtual mathematical model; natural circulation; SimInTech.
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VJIK 681.5
A.IL. HBIPKOB, C.I0. COKJIAKOBA

MATEMATHUYECKOE MOJAEJIMPOBAHUE
COBMECTHOI'O MAHEBPUPOBAHUA BYKCHUPOB,
BYKCUPYIOIIUX CYJHO B YCJIOBUAX ITOPTA

bykcuposka cyooe npeocmasisiem cobou ocobwvlil cyuai npakmuku, Mak Kak He AGIemcs
00b1uHBIM 6UOOM OeamenvHocmu. Onepayus no OYKCUPOBKe OMHOCUMCA K ONEpayusiM ¢ NOGbIULEHHbIM
PUCKOM, MAK KAk 6 Hell OOHOBPEMEHHO YYacmeylom HeCKObKO Cy008, YNpagieHue Uumu O00CMAamoiyHo
cneyuguueckas 3a0aua cyo0080HCOEHUsL.

Ilpeocmaenennas mema pabomel uMeem 6bICOKYIO AKMYANIbHOCMb 6 DPAMKAX COBPEMEHHO
pazsusaroujelicss  dKOHOMUYeckou cucmemsl. Mopckue cyoa, nocpedcmeom KOMOPbIX NPOU3BOOAMCH
OCHOGHble onepayuu no 000biue NPOMBICAA U ME}CKOHMUHEHMANbHOU Nnepeso3Ke 2py308, UMelom
Konoccanvhylo 3nauyumocms. OCHOBHOU Yeavblo OAHHOU CMAmMbU AGIAEMCS ONUCAHUE MAMeMamuiecKoll
MOOenU COBMECMHO20 MAHEBPUPOBAHUsL OYKCUPO8, NPOU3BOOAWUX OYKCUPOBKY CYOHA 8 YCI08UAX NOPMA.

B cmamve npumensiomes meopemuueckue u Mmamemamuyeckue Memoobl HAy4Ho20 ucciedosanus. B
Kawecmee meopemuyeckoll 6azvl Uccie008anus ObLIU UCNOIb306AHbL HAYYUHbBIE PADOMbL 3apyOeNCHO20 U
0MmeyecmeeHH020 asmopcmaa.

Ilpaxmuueckas 3nauumocms pabomuvl 3aKIOUAEMCs 8 ONUCAHUU MAMeMamuyeckol Mooenu
COBMECMHO20 MAHeEPUPOBanUs GYKCUPO8, NpuUMeHeHUe KOMOopoUu MOdcem Cmams aKmyanibHblM 36eHOM Npu
NIAHUPOBANUY U BBLINOAHEHUU pabom no OYyKcuposke Mopckux cyoos. Cmamwvs nOCeAujeHa Gonpocy
Mamemamuiecko2o MoOeIupoS8atUs COBMeCMHO20 MAHe8PUPOBAHUs OYKCUPOS.

Knrouesvie cnosa: mooenuposanue; mamemamuyeckoe MOOEIUPosaHue; MoOpckoe cyOHo, OYKCup;
nopm, OyKcuposka, cy0080icOeHuUe.

© Heipxos A.II., Coxnaxosa C.10., 2022
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MATHEMATICAL MODELING
OF JOINT MANEUVERING OF TUGS TOWING A VESSEL IN PORT CONDITIONS

The presented topic of the work is highly relevant within the framework of a modern developing economic
system. Sea vessels are of enormous importance, through which the main operations of fishing and intercontinental
cargo transportation are carried out. The main purpose of this article is to describe a mathematical model of joint
maneuvering of tugs towing a vessel in port conditions.

The author applies theoretical, empirical and mathematical methods of scientific research. Scientific works of
foreign and domestic authorship were used as accompanying materials. The practical significance of the work lies in
the description of a mathematical model of joint maneuvering of tugs, the use of which can become an actual link in the
planning and execution of work on towing of sea vessels.
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The predominant part of the article is devoted specifically to the issue of mathematical modeling of joint
maneuvering of tugs.

Keywords: modeling; mathematical modeling; marine vessel; tugboat; port; towing; navigation.
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VJIK: 533.2, 51-72
JLA. TYKMAKOB

HCCJEJOBAHUE BJIMSTHUAA
BXOJAHBIX TPAHUYHbBIX YCJIOBUU NTPU YUCJTEHHOM MOJIEJIUPOBAHUUN
TEYEHUSA BA3KOI'O I'A3A B IIVIOCKOM KAHAJIE

Paboma noceswena npobremam mamemamuueckozo modenupoganus. Hccredosanocw enusnue
2PAHUYHBIX YCIOBULL HA 6XOOHOU 2panuye Kanaua Ha pe3yibmamsl YUCTEHHBIX PACUemos OUHAMUKU 653K020
2asa, 08uxCywecocsi 6 NIOCKomM Kanane. Paccmampueanoce meuenue 643K020 2aza HA 0036YKOBOU
ckopocmu. Ha 60K06bIX n0GEPXHOCMAX KAHALA 3a0AB8AIUCL OOHOPOOHbIE epanuiHble Ycaogus JJupuxie, 0
COCMAsIAIOWUX CKOPOCmU 2a3a. Huciennas mooens npeononazana peuleHue HecmayuoHapHou CUCmeMmbl
YpaeHeHull 08YXMEPHO20 MeYeHUs BA3K020, CHCUMAEMO20, MenionpogooHo2o easa. Paccmompenvi
pe3yrIpmamyl paciemos OUHAMUKU 2430 C PAGHOMEPHLIM pacnpedesieHuem CKOpoCmu 2a3a Ha 6X00e 6 KaHAJl.

Buisgneno, umo npu OaHHOM pacnpedeieHuu  CKOpoCmu  2asd, pe3yibmamsl pacuemos
0eMOHCIMPUPYIOm CyujecmeenHoe yeeiudeHnue CKOpocmu 2asa 801u3u 6X0OHOU 2paHulybL.

B pabome npeonodceno 6xo0Hoe epanuunoe yciosue ¢ HepagHOMEPHLIM pacnpedeneHuem CKOpoCcmu
easza Ha 6xode 6 kauan. llpu modenuposeanuu meyeHus 2a3a ¢ NPEONONCEHHIM ZPAHUYHBIM YCIOGUEM He
NPOUCX00UM YBETUHEHUs CKOPOCIU 2A3d 800b 6CE20 KAHANA.

Kniroueswie cnosa: YUCJIEHHOE MO()@]ZMPOGGHM@,‘ KOHEeYHO-paA3HoCmHas cxema, ypaeHeHue
Haebe-CmOKca; Zcpanuydrbvle YClo8UAL.

© Tyxkmakos JI.A., 2022

Paboma  evinonmanace 6  pamkax  zocyoapcmeennozo  3adanus  Dedepanvrozo
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INVESTIGATION OF THE EFFECT OF INPUT BOUNDARY CONDITIONS
IN NUMERICAL SIMULATION OF A VISCOUS GAS FLOW IN A PLANE CHANNEL

The work is devoted to the problems of mathematical modeling. The influence of the boundary conditions at
the inlet boundary of the channel on the results of numerical calculations of the dynamics of a viscous gas moving in a
flat channel was studied. The flow of a viscous gas at subsonic speed was considered. On the side surfaces of the
channel, uniform Dirichlet boundary conditions were set for the components of the gas velocity. The numerical model
assumed the solution of a non-stationary system of equations for a two-dimensional flow of a viscous, compressible,
heat-conducting gas. The results of calculations of gas dynamics with a uniform distribution of gas velocity at the
channel inlet are considered. It was found that for a given distribution of gas velocity, the calculation results
demonstrate a significant increase in gas velocity near the inlet boundary. The paper proposes an input boundary
condition with a non-uniform distribution of the gas velocity at the channel inlet. When modeling the gas flow with the
proposed boundary condition, there is no increase in the gas velocity along the entire channel.

Keywords: numerical simulation; finite difference scheme; Navier-Stokes equation; border conditions.
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HUHDOOPMALIMOHHBIE TEXHOJIOI'MHU B COLHHAJIPHO-DKOHOMUYECKHUX
U OPI'AHU3AIJHOHHO-TEXHUYECKHUX CUCTEMAX
YK 004.93

I1.0. APXUIIOB

MOJAXO0/JI K PEHIEHHIO 3AJJAYH ITIOUCKA AHOMAJIMI ITPU HOPMAJIN3ALIUHA

BBIBPAHHBIX IBETHBIX TIAHOPAMHBIX H30BPAKEHUI

B cmamve asmop onucvisaem nooxo0 x pewteHuro 3a0aqy NOUCKA AHOMAIUU HA PA3HOBPEMEHHBIX
NAHOPAMAXx, BKIIOYAIOWUL 8 CeOsl MEXHOA02UI0 HOPMATUAYUY CULUBACMBIX UZ00PANCEHUU U HOUCK AHOMATUL
8 OKpecmHocmAx ocobvix mouek. I[lpednoscenvt coomeemcmeyrouue MoOUGUUUPOBAHHbIE ANCOPUMMbL
HOPpMAU3AYUL, 3aKTIOYAIOWUECS, 8 YCPEOHEeHUU APKOCMHBIX COCMABTAIWUX NPU nepesode Ux 8 Yemosoe
npocmpancmgo CIELAB u cpasnenuu ¢ >manoHHbIMU 3HAYeHUsMU nuxcenell. Bvinoanena gunvmpayus
UBMEHUBLUUXC  OCOOBIX MOYEeK HA CPABHUBAEMbIX NAHOPAMAX C YCMAHOBLEHUEM UX B83AUMHO20
coomeemcmeus, U ebloeieHueM OKpeCmHOCHel 00beKmo8, USMEHUBUIUX C80e 2e0MempUlecKoe U Y8enmosoe

nonoodKcerue.

Knwoueswie cnosa: aspogpomocwvemxa; nanopama, 6ecnuiomuulii 1emamenbHulil annapam, ocoovle
MouKu, u300padicenue; aHOMAaIUsL.
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AN APPROACH TO SOLVING THE PROBLEM OF FINDING ANOMALIES
WHEN NORMALIZING SELECTED COLOR PANORAMIC IMAGES

In the article, the author describes an approach to solving the problem of finding anomalies on multi-time
panoramas, which includes the technology of normalization of cross-linked images and the search for anomalies in the
vicinity of singular points. The corresponding modified normalization algorithms are proposed, which consist in
averaging the brightness components when translating them into the CIELAB color space and comparing them with the
reference pixel values. Filtering of the changed singular points on the compared panoramas was performed with the
establishment of their mutual correspondence, and the selection of the surroundings of objects that have changed their
geometric and color position.

Keywords: aerial photography; panorama; unmanned aerial vehicle; special points; image; anomaly.
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VJIK 519.856
0.A. BEJIOLIEPKOBCKHIA, JI.E. MUCTPOB

METOJ OHEHKHU DPPEKTUBHOCTH UH®OPMAIIUMOHHBIX
OBYYAIOIIUX CUCTEM 11O IOUCKY HEI/ICHPA!J}HOCTEI‘/I
B PAINOSJIEKTPOHHBIX OBBEKTAX (BMHAPHBIN CJIYYAHN)

Ilpeonacaemcs memood pewieHus 3a0a4u OYeHKU IPHEKMUSHOCMU UHDOPMAYUOHHO-00YUAIOWUX
cucmem nO NOUCKY HEUCHPABHOCMEU 8 CMPYKmype paouodieKmpoHHbIX 00bEeKMO08 HA OCHO8e DeuleHus.
O0BYXKPUMEPUATLHOU 300aYU ORMUMUZAYUY CIOUMOCIU U PE3YTbMAMUSHOCU OCYUIeCMEIAEMbIX NPOBEPOK.
3a0aua pewaemcs Ha 0CHOBe UCNONBL3OBAHUL MEMOOOB TUHEUHO20 NPOSPAMMUPOBAHUS, BeMEEll U SPAHUL,
obecneuusaiowux — ONMUMU3AYUIO  NOUCKA  HEUCHpAasHocmell Ha  Oepege  OUHAPHBIX — COCMOAHULL
PAOUOINIEKMPOHHO20 0ObEKMA.

Knwouesvie cnosa: unghopmayuonno-obyuaowas cucmema, paouodieKmpoHHbll 00beKm, NOUCK
HeUCnpagHocmell, CMmoumMocmy, BepOSMHOCIb;, MAOIUYA COCMOAHUL, ONMUMUZAYUsL, Memoo eemeeu U
epaHuy; Memoo NUHEUHO20 NPOSPAMMUPOBAHUS, MUHUMATIbHAS CIMOUMOCHb, 8ePOSMHOCHb HAXOMCOEHUS
HeucnpagHocmu.
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METHOD FOR ASSESSING THE EFFICIENCY OF INFORMATION TRAINING SYSTEMS
FOR FAULT FINDING IN RADIOELECTRONIC OBJECTS (BINARY CASE)

A method is proposed for solving the problem of evaluating the effectiveness of information-training systems
for troubleshooting in the structure of radio-electronic objects based on solving a two-criteria problem of optimizing
the cost and effectiveness of ongoing checks. The problem is solved based on the use of linear programming methods,
branches and boundaries, which provide optimization of troubleshooting on the tree of binary states of a radio-
electronic object.

Keywords: information and training system; radio-electronic object; troubleshooting; cost; probability; state
table; optimization; branch and bound method; linear programming method; minimum cost; probability of finding a
fault.
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TEHJEHIIUU JUCTAHIIMOHHBIX OBPA3OBATEJIBHBIX TEXHOJIOT U:
OPUEHTUP PA3BUTHUS BUJEOKOH®EPEHIIUHI C YIAJIEHHBIM JOCTYIIOM

B cmamuve paccmompena l’lpO6]Z€MCl peaiuzayuu ytte6Ho-npaKmuquKux 3a1—mmuﬁ C UcnoavzoeaHuem
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Hay4Ho-mexHu4Yeckull XypHan

oucmanyuonneblx  mexuwonoeutt. Ilpu awmanuze B03MOJCHBIX  peuleHUll  HOCMABGIEHHOU  NpobOieMbl
UCTIONIL308ANACL OUHAMUKA NORYAAPHOCIU 3anpoco8. C noMOwbio 5moti MempuKy ObLIO 8bIAGIEHO CE30HHOE
803pacmanue aKmyaibHOCmuU U OnpeoeieHa eOounas meHoenyus. H3yuenvl cyuecmsylowue memoobvl
63AUMOOCUCMBUS C UCNONb306AHUEM OUCTIAHYUOHHBIX MEXHOA02UU, UX OOCHOUHCMEA U HeOOCHAmKU.
Buidenenvl nepeonauanvuvie cnocobvl peutenuss NOCMAIeHHbIX NPOOIEM 8 Pe3YIbIname UCCie008aHUs.

Knwouesvie cnosa: oucmanyuonHvle MexHOIOSUU, HPAKMUYECKUE 3aHSAMUS, GUOCOKOHDEpeHYuUs,
NpPOMOKOJ;, 8UOCOMPAPUK.
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TRENDS IN REMOTE EDUCATIONAL TECHNOLOGIES:
A TRENDS FOR THE DEVELOPMENT OF VIDEO CONFERENCES WITH REMOTE ACCESS

The article considers the problem of the implementation of educational and practical classes using remote
technologies. When analyzing possible solutions to the problem, the dynamics of the popularity of queries was used.
With the help of this metric, a seasonal increase in relevance was identified and a single trend was determined. The
existing methods of interaction using remote technologies, their advantages and disadvantages are studied. The initial
ways of solving the problems posed as a result of the study are highlighted.

Keywords: distance technologies; practical exercises; video conferencing; protocol; video traffic.
BIBLIOGRAPHY (TRANSLITERATED)
1. Rossijskaja Federacija. Ministerstvo obrazovanija i nauki. Ob ispol'zovanii distancionnyh obrazovatel'nyh
tehnologij: Prikaz Ministerstva obrazovanija i nauki RF ot 6 maja 2005 g. — Ne 137 [Jelektronnyj resurs].

— URL: https://kpfu.ru/docs/F1659818172/pr137.pdf (data obrashhenija: 11.09.2021).
2. Proktoring [Jelektronnyj resurs]. — URL: https://elearning.hse.ru/proctoring2/ (data obrashhenija:

23.09.2021).

3. NOU INTUIT - Osnovnye protokoly internet [Jelektronnyj  resurs]. -  URL:
https://intuit.ru/studies/courses/2/2/lecture/60 (data obrashhenija: 17.11.2021).

4. CISCO - ANALIZ TRAFIKA [Jelektronnyj resurs]. - URL:

http://www.justogroup.ru/dokumentacija/cisco/unificirovannye-kommunikacii/analiz_trafika_voip.pdf
(data obrashhenija: 23.11.2021).

VJIK 004.85
A.A. BOPOBBEB, B.T. EPEMEHKO

METO/ HEITEJIJIEKTYAJII)HOFI OBPABOTKN HH®OPMAIINUH,
MNOJYYEHHOMU U3 PASHOPOJHBIX NCTOYHUKOB 151 TIOBBILIEHUSA
TOYHOCTHU '’EOIKOJOT'MYECKOTI'O MOHUTOPUHT A OKPYKAIOIIEN CPEJIbI

B cmamve paccmampugaemes memoo unmeniekmyanbHou 00pabomxu uHpopmayul, nOIYyYeHHOU U3
PABHOPOOHBIX UCHOYHUKO8 Ol NOGbIUEHUS TMOYHOCMU 2€09KO0L02UHEeCKO20 MOHUMOPUH2A OKPYICArouell
cpeovl, 3a cuem HOUCKA NPOMUBOPEHUll 8 DA3HODOPMAMHBIX OAHHBIX C UCNONb308AHUEM JAMEHMHO-
CEMAHMUYECKO020 UHOEKCUPOBAHUS U MemMO0Od KOHMEHmM-AHAIU3A.
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PA3HOPOOHbIe UCMOYHUKY —UHOpMayuu, npodiemMa NpoOmMuBopesusocmu uHgopmayul, J1ameHmHo-

cemanmudeckoe uHOekcupoeaHue; KOHmMeHm-aHajius.
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METHOD FOR INTELLIGENT PROCESSING OF INFORMATION OBTAINED
FROM DIFFERENT SOURCES TO INCREASE THE ACCURACY
OF GEOECOLOGICAL ENVIRONMENTAL MONITORING

The article discusses a method for intelligent processing of information obtained from heterogeneous
sources to improve the accuracy of geoecological monitoring of the environment by searching for contradictions in
multi-format data using latent semantic indexing and the method of content analysis.
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V]IK 007.3
A.B. KOCBKWH, TLB. JIVKbSHOB, A.IO. VKAPUHCKUIA

MOJEJIb OHEHKHN HABBIKOB YHAIIET'OCA U ®OPMUPOBAHUA
UHJIUBUAYAJIBHON OBPA3OBATEJIBHOM TPAEKTOPUU
B CUCTEME 2JIEKTPOHHOI'O JUCTAHIIMOHHOTI'O OBYYEHUA

B cmamve paccmompenvl  onpocvl  opeanuzayuu - QOPMANLHLIX  IPHEKMUBHBIX  MEMO008
A6MOMAMUYECKOl OYEHKU U KOHMPOSA HABLIKOE YUAWUXCS U UCHONIb306AHUS IMOU OYeHKU O OanbHeuulel
adanmayuu obpazoeamenvrHo2o npoyecca. Ilpednodcena moodenv 3adauu 6 cucmeme 3I1eKMPOHHOLO
JucmanyuonHozo obyyenus. Paccmompenvi cyuwjecmayiowue nooxoowvl K oyenxe Haswvikog yuawuxcs. Onucan
aneopumm  OYEeHUBAHUsI HAGLIKOB Yyyaujeeocss U GopmMuposanus UHOUBUOYATbHOU 00PA308AMENbHOU
mpaexmopuu 8 cucmeme 21eKmMpoOHHO20 OUCMAHYUOHHO20 00YHeHUS.
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A MODEL FOR ASSESSING STUDENT SKILLS AND FORMING AN INDIVIDUAL
EDUCATIONAL TRAJECTORY IN THE SYSTEM OF ELECTRONIC DISTANCE LEARNING

The article deals with the organization of formal effective methods for automatic assessment and control of
students skills and the use of this assessment for further adaptation of the educational process. The model of the task in
the system of electronic distance learning is proposed. Existing approaches to assessing students' skills are considered.
An algorithm for evaluating a student'’s skill and forming an individual educational trajectory in the system of electronic
distance learning is described.
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ABTOMATHU3ALIUA U VIIPABJIEHUE
TEXHOJIOTHYECKUMH ITPOLIECCAMHA U ITPOU3BOICTBAMH
VJIK 537.32

I'.C. BACMJIBEB, C.B. EPEMEHKO, O.P. KY31UYKHUH, A.1. CYPKIK

MOJAEJIMPOBAHME INEPEXO/JHBIX TPOLECCOB
B HEJIMHEWHBIX CUCTEMAX KOHTPOJISI TEPMODJEKTPUYECKHAX CUCTEM

B cmamve paccmompena memoouka mMooenuposanuss OUHAMULECKUX PeHCUMO8 HETUHEUHbIX CUCTeM
VIPAGAEHUSL U KOHMPOAS MEePMOINEKMPUYECKUX CUCEM, NOCTHPOEHHbIX Ha 6aze mooyael [lervmve (TOM).
Paccmompenvt pynxyuonanvhas cxema u mooeisb cucmemvl peyiupo8anus moKa, NPOMeKarnuezo yepes
anemenm Ilenomve. [lonyuenvt pacuemuvie coomuouwlenus Ol AHAMU3A OUHAMUYECKUX DENCUMO8
HenuHelHvix cucmem xoumpoas TOM. Beinoaneno mooenuposanue OUHAMUYECKUX PENHCUMOS CUCMEM
xoumpons TOM ¢ nepedamounvimu yHxyusmu Henpepwvlehou uacmu 1-20, 2-e0 u 3-20 nopsokos.
Paspabomannviii mamemamuueckuil annapam s18emMcs OCHOB0U Ol NOCAeOYIOWell ONMmuMU3ayuy U
cunmesa cucmem xoumpons TOM. Hoewiti n0o0xo0 noseonsem 6 odwjem uoe ucciedo8ams nepexooHvle
npoyeccyl Heunelunvix cucmem koumpoas TOM ons 106020 nopsaodka ucciedyemol UMRYIbCHOU CUCTeMDbL,
NPOU3BOTLHO20 XAPAKMEPA HETUHEUHOCTHU U KOMMYMAYUOHHBIX IPHEKMos ¢ OOnbUUM YUCTOM UMNYIbCO8
3AMBIKAHUSL.

Knwouesvie cnosa: spgexm Ilenomve;, mepmodnekmpuveckuii. MoOyab;, CUCHEMA YHPABLEHUs,
OUHAMUYECKASL XAPAKMEPUCTNUKA.
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METHODOLOGY FOR MODELING TRANSIENT PROCESSES
IN NONLINEAR CONTROL SYSTEMS OF THERMOELECTRIC MODULES

The article develops a method for modeling dynamic modes of nonlinear control systems of thermoelectric
modules (TEM) based on Peltier elements. The functional scheme and model of the current control system flowing
through the Peltier element are considered. Calculated relations for the analysis of dynamic modes of nonlinear TEM
control systems are obtained. Simulation of dynamic modes of TEM control systems with transfer functions of the
continuous part of the 1st, 2nd and 3rd orders is performed. The developed mathematical apparatus is the basis for the
subsequent optimization and synthesis of TEM control systems. The new approach makes it possible to study in general
the transients of nonlinear TEM control systems for any order of the pulse system under study, the arbitrary nature of
nonlinearity and switching effects with a large number of closure pulses.

Keywords: Peltier effect; thermoelectric module; control system; dynamic characteristic.
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The article is devoted to the analysis of machine learning algorithms that are currently used in software-
defined network architectures (SDN) to solve the problems of routing, predicting quality of service (QoS), frequency of
obtaining quality (QoE), resource management and security.
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NETWORK PERFORMANCE PARAMETERS OF ANALOG TERMINALS

It is shown that there are many possible types of connections, such as national, international chains, chains
laid over several interconnected networks, chains using private networks, and the like. It is indicated that although the
tonal frequency channel is designed for a frequency range from 300 Hz to 3,400 Hz, the loss and gain values are
considered only at one frequency, usually the reference 1020 Hz, 1004 Hz in North American standards or 800 Hz for
outdated analog systems.

Keywords: quality of service; telecommunication service; analog termination; tone frequency channel;
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I'MbPUAN3BALINA HA OCHOBE MPLS B SDN

B oaunoti cmamve npeocmasnena eubpuonas modenv IIKC na ocnoge kiaccos 01 cemell ¢
KoMmymayuei Memox Heckonvkux npomoxonod MPLS. B cywecmsyrowux cemsax apxumexmypa MPLS ouens
noxooca Ha moodenv I[IKC ¢ mouxu 3penus pazodenenusi niocKkocmetl YnpagneHus U OaHHbX, aOCmpakyuu
nomoxos u m.0. bonee mozo, unmepunem-npogatioepvl npeonoyumanu MPLS na npomssicenuu MHo2ux nem
Onazo0aps npeumMyuecmedm BUPMYAIbHbIX YACHMHbIX cemel u opeanusayuu mpagurka. OcHoenas udes
3aKa0Yaemcs 8 pazoeienuy mpaguka ¢ UCHOIb30BAHUEM KLACCO8 IKGUBAICHIMHOCMU NEPECHLIKU HA 6X0OHOM
Mapwpymuzamope, npaeuia 0OHOGIEHUS YEeHMPAIU308AHHO20 KOHMpoiepa, uchonvsyrowezo OpenkFlow.
Ilosmomy ocHosHas 3a0aya OpuUeHMUPOBAHA HA UCHONL308AHUE CHMAHOAPMHOU niockocmu OanHblx MPLS
COBMECHO ¢ NIAOCKOCMbIO YnpagneHus, ocHoeannou Ha OpenFlow, ¢ yervlo paspabomku memooa
PecYNAPHO20 NOIMANHO20 PA3EGEPMBIBAHUS, A AKICe MOOeNU SUOPUOHO2O PYHKYUOHUPOBAHUS cemell.

Knroueeswvie cnosa: SDN; MPLS; c2ubpuo-SDN; npoexmupogarnue mpaguxa.
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MPLS BASED HYBRIDIZATION IN SDN

This article presents a class-based hybrid model of the SDN for networks with label switching of several MPLS
protocols. In existing networks, the MPLS architecture is very similar to the SDN model in terms of separation of
control and data planes, abstraction of flows, etc. Moreover, Internet service providers have preferred MPLS for many
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years due to the advantages of virtual private networks and traffic organization. The main idea is to separate traffic
using forwarding equivalence classes on the input router, the update rules of a centralized controller using OpenFlow.
Therefore, the main task is focused on using the standard MPLS data plane together with the OpenFlow-based control
plane in order to develop a method of regular phased deployment, as well as a model of hybrid network functioning.

Keywords: SDN; MPLS; hybrid-SDN; traffic engineering.
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M.C. )KAPKOBA, A.1. KO3AYOK, B.M. KO3JIOBA, O.A. CYBBOTEHKO

AJI'OPUTM OBHAPY’KEHUA UHIIUJAEHTOB
NHOPOPMAILIMOHHOMU BE30OITACHOCTHU KOMIIBIOTEPHOU CETHU

B cmamve npedcmasnen onmumu3uposaniviii NOOX00 K KOHMPONIO UHYUOEHMO8 UHDOPMAYUOHHOTU
bezonacHocmu KOMNbIOMEpHOU cemu, paspadbomar anrcopumm ux odnapysicenus. Ilpusedena memoouka
onpedeneHusi MHOJICECMBA CYUEeCMEEHHbIX HAKmopos NOAUMUKU UHDOPMAYUOHHOU Oe30naAcCHOCmU,
mpeoylouux 0emanbho2o Koumpoas. Onpedenenvl epanuybl SMAl0HHbIX 3HAYEHUL 3HAYUMbIX (AKMOopos u
9KCNEPUMEHMANLHO NOOMBEPIHCOEHO OMKIOHEHUe UX 3HAYEeHUN Om SMANOHHLIX NPU peanusayuu amax.
Ilocmpoena cmpyxkmypHas mooenb NoOCUcmemvbl OOHAPYICEHUS UHYUOEHMO8 HA OCHO8e aHAIu3a
napamempos npomoxonra SNMP c¢ ucnonvzoganuem annapama HeUpoOHHOU cemu, 6blNOJIHEeHd ee
npozpammuas peanusayus Ha azvike Python u skcnepumenmansho dokazana >¢gexmusnocms

Knrouesvie cnosa: xomnvlomepuas cemv; aHOMARUs, NOTUMUKA UHDOPMAYUOHHOU He30nacHoCmuU,
UHYUOEHM UHGOPMAYUOHHOU OE30NACHOCU, CYUeCMBEHHble (aKmopbl UHGOPMAYUOHHOU DE30NACHOCTU;
DoS-amaxa, netiponnas cems.
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EXPERIMENTAL EVALUATION
OF THE DETECTION OF ANOMALIES IN A COMPUTER NETWORK

The article presents an optimized approach to the control of computer network information security incidents.
A methodology has been developed for determining many significant factors of information security policy that require
detailed control. The boundaries of the reference values of significant factors are determined and the deviation of their
values from the reference values during the implementation of attacks is experimentally confirmed. A functional model
of the incident detection subsystem has been constructed, based on the analysis of the parameters of the SNMP protocol
using the neural network apparatus, its software implementation in python has been performed and its effectiveness has
been experimentally proven.

Keywords: computer network; anomaly; information security policy; information security incident; essential
information security factors; DoS attack; neural network.
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YK 004.7
B.A. JIMITATHHUKOB, A.A. LIEBYUEHKO

MATEMATHYECKASI MOJEJIb ITIPOLIECCA YIIPABJIEHUS
HHPOPMAIIMOHHOM BE3OITACHOCTHIO PACIIPEJIEJTEHHOMN
UH®OPMAILIMOHHOM CUCTEMBI B YCJIOBUSIX
HECAHKIIMOHUPOBAHHOT O BO3JEVICTBHUS 3JIOYMBIIIJIEHHUKA

Lna  npunamus KOppeKMHBIX peuwleHull AOMUHUCMPAmopy 6e30nacHoCmu no  00ecneueHuio
mpebyemo2o Ypo6Hs 3AWUUEHHOCMU PACNPeOeleHHOU UHDOPMAYUOHHOU CUCHeMbl NPeonpusmus 6
VCNIOBUAX — HECAHKYUOHUPOBAHHO20 — 6030€liCmBUsl  3/10YMbIUWNEHHUKA — NPUMEHAIOM  MOOenuposanue
KOH@AUKMHBIX CUMyayuii 8 UHOOPMAYUOHHOM NPOCMPAHCMEE.

Llenv uccnedosanus: onpedenums cmeneHb GIUAHUSL GHYMPEHHUX U BHEUWHUX PaKmopos npoyecca
Ynpagnenus UHGOpMayuonHol 6e30NACHOCMbIO HA 6EPOSMHOCHb 3AWUWEHHOCU CUCTeMbl 3a cyem
MAmMemMamuiecKo20 MoOeIupo8aHusl.

Peszynomamol: npednoocena mamemamuieckds mMooenib npoyecca YynpasieHus UH@OpMayUoHHOU
bezonacHocmvio pacnpeoeneHHOU UHGOPMAYUOHHOU CUCTIEMbL, YHUMbIBAIOWAS XAPAKMePUCUKU npoyecca
6030€liCMBUsL 310YMbIWIEHHUKA, HA OCHOBE UCNONb308AHUSL MEOPUU MACCOBO20 OOCIYICUBAHUS U Memood
Mapxosckux yenetl.

IIpaxmuueckas 3Hauumocms. npeonazaemyio Mooeib 803MOICHO UCNONIb308AMb NPU pa3pabomxe u
COBEPUIEHCMBOBAHUIO  CUCEM — YNPAGNeHUs  UHGOPMaAyuonHol  6e30nAcCHOCmU  pacnpeoeseHHbIX
UHDOPMAYUOHHBIX CUCTEM, A MAKHCE NPU OYEHKe 3aUWUUEHHOCTIU IMUX CUCTEM.

Knioueswie cnosa: ungopmayuonnas bezonacnocms,; pacnpeoeieHnas UHGOPMayUoOHHAs CUCmema,
HEeCaHKYUOHUpOBAaHHoe 6o30elcmeue;, MamemMamuieckas Mooeib, Meopusi MAcco8020 OOCIYHCUBANHUSA,
Memod Mapkoeckux yenetl.
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MATHEMATICAL MODEL OF INFORMATION SECURITY MANAGEMENT PROCESS
FOR A DISTRIBUTED INFORMATION SYSTEM UNDER CONDITIONS
OF UNAUTHORIZED ATTACKER IMPACT

To make the correct decisions for the security administrator to ensure the required level of security of the
distributed information system of the enterprise in conditions of unauthorized attack by an attacker, modeling of conflict
situations in the information space is used.

Purpose of the study: to determine the degree of influence of internal and external factors of the information
security management process on the probability of system security due to mathematical modeling.

Results: a mathematical model of the information security management process of a distributed information
system is proposed, taking into account the characteristics of the process of attacking an attacker, based on the use of
queuing theory and the Markov method chains.

Practical significance: the proposed model can be used in the development and improvement of information
security management systems for distributed information systems, as well as in assessing the security of these systems.

Keywords: information security; distributed information system; unauthorized influence; mathematical model;
queuing theory; method of Markov chains.
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Hay4Ho-mexHu4Yeckull XypHan

TPEBOBAHMUSA
K 0(pOPMJICHHUIO CTATBHH ISl ONMy0JINKOBAHNSA B JKypHaJe
«HHpopMannOHHBIE CHCTEMbI H TEXHOJIOT I

OBIME TPEBOBAHMUSA

O0veM MaTepmaia, TpeagaraeMoro K IyOJHKalMd, W3MEpPSAETCsl CTpaHWLAMH TEKCTa Ha JIUCTax
dopmara A4 u comepxuT oT 4 10 9 CTPaHHUL; BCE CTPAHMLBI PYKONHUCH NOJDKHBI UMETh CIUIOIIHYIO
HyMeparHIo.

B ognom cOopHHKEe MOXeT ObITh OMyOJIMKOBaHA TOJNBKO OJAHA CTaThid OJHOIO aBTOPA, BKIIOYAs
COaBTOPCTBO.

AHHOTanMu BCceX MyOJIMKyeMbIX MaTepHalOB, KIIOUEBBIE CJIOBA, HH(OpMaIys 00 aBTOPax, CIUCKH
JIUTEpaTyphl OYAYT HAXOAUTHCS B CBOOOJHOM JOCTYIE Ha caiiTeé COOTBETCTBYIOLIETO JKypHalla M Ha caiire
Poccuiickoii HayuHOH 31ekTpoHHOM OubnroTekn — PYHOB (Poccuiickuii MHAEKC HAYYHOTO LIUTHPOBAHMUS).

IlomuMoO cTaTbu aBTOpPBI JOJDKHBI TPEACTABUTH 3AKIIOYEHHE O BO3MOYKHOCTH OTKPBITOTO
OITyOJIMKOBaHHUS CTAThH.

TPEBOBAHUS K COJIEPKAHUIO HAYUYHOM CTATBU

Hayunas cratps, mpemocrtaBisieMas B KypHalbl, JOJDKHA HMETh cJeAylolue o0si3aTejbHbIe
HIIEMEHTHI:

— MIOCTAaHOBKa MPOOJIEMBI MITH 33]]a4i B 00LIeM BUJIC;

— aHaJu3 OCTWKEHWH M MyOJMHKaIMi, B KOTOPBIX TpeaIaraeTcsl peuieHne JaHHOW MPOoOIeMBbl WTH
3aJ]auu, Ha KOTOPBIE OMIMPAETCS aBTOP, BBIJICIIEHUE HAYIHOW HOBU3HBL;

— HCCle0BaTeNbCKas 4acTh;

— 000CHOBaHUE MOIYYECHHBIX PE3yJIbTaTOB;

— BBIBOJBI 1O JAaHHOMY WCCIICIOBAaHUIO M TEPCHEKTUBHI AalbHEUIIEr0 pa3BUTHS JaHHOTO
HaTpaBJICHUS;

— Oubmmorpadus.

TPEBOBAHUSA K O®OPMJIEHUIO HAYYHOUM CTAThU

Cratest nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHapHBIM
HMHTEPBAJIOM, TEKCT BBIPABHUBACTCA IO IIMPUHE; a03alHbi oTcTyn — 1,25 cM, mpaBoe moje — 2 ¢M, JIEBOE
roJie — 2 CM, TI0JIs BHU3Y U BBEPXY — 2 CM.

Oobs13aTesIbHBIE 31€MEHTBI:

- YIK

— 3arJjiaBue (Ha pycCKOM M aHIJIMIICKOM fI3bIKAX)

— aHHOTanus (HA PyCCKOM M aHIJIMICKOM fI3BIKAX)

— KJII0YeBbIE CJIOBA (HA PYCCKOM M aHTJIMIICKOM fI3LIKAX)

CHHUCOK JINTEPATYPHI, Ha KOTOPYIO aBTOP CChUIAETCS B TEKCTE CTATHH.

TABJH/ILII)I PUCYHKU, ®OPMVJIbI

Bce Tabnuibl, pUCYHKHM W OCHOBHBIC (POPMYIIBI, NMPHBEJCHHbIE B TEKCTE CTaTbU, JOJDKHBI OBITh
MPOHYMEPOBAHHBI.

®opmyabl crienyeT HabupaTh B peaakrope hopmya Microsoft Equation 3.0 ¢ pasmepamu: 0ObIYHbI#
mpudpt — 12 pt, kpynueii mHAeke — 10 pt , menkuit mHgekc — 8 pt. MopmyJibl, BHEAPEHHbIE KaK
uzo0pakenme, He aonyckawtesi! Pycckue wu  rpedeckue OykBbl, a TakKke 0003HAUEHUS
TPUTOHOMETPUYECKUX (PYHKLUI HAOUPatOTCs MPSIMBIM IIPUQPTOM, JJATHHCKHE OYKBBI — KYPCUBOM.

Pucynku u qpyrue WILTIOCTpaluu (4epTesku, Tpaduku, cXeMbl, JUarpaMmbl, (POTOCHUMKH) CIIEyeT
pacronaraTh HEMOCPEACTBEHHO TOCNE TEKCTa, B KOTOPOM OHHM YIOMHHAIOTCS BIEpBbIC. PUCYHKH, YHCIO
KOTOPBIX JIOJDKHO OBITH JIOTMUECKH OTIPaBIaHHBIM, NMPEACTABISIIOTCS B BUAE OTAENBHBIX (ailioB B Gopmate
*.eps (Encapsulated PostScript) niu TIF pasmepom we meree 300 dpi.

CBEJEHUS Ob ABTOPAX
B xonue crateu npuBozastcs Habpanusie 10 pt cBenenus 00 aBTOpax B TakoW MOCIEIOBATENBHOCTH:
(haMunns, UMsI, OTYECTBO (IIOTYKUPHBIN MIPU(PT); yIpekIeHUE UM OpraHU3alHs, YIeHas CTEIeHb, YICeHOe
3BaHUe, JOIDKHOCTb, aJipec, TenedoH, dJeKTpoHHas mouTa (00braHbl mpudT). CBelleHHs 00 aBTOpax Takxke
MPEIOCTABISIOTCS OTACIBHBIM (DaillioM 1 00sI3aTeNbHO AYOIUPYIOTCS Ha aHTJIIMHCKOM SI3BIKE.
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