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UHopMmayuoHHbIE cucmeMbl U MexHosI02uu

MATEMATUYECKOE U KOMIIPIOTEPHOE MOJIEJTHPOBAHUE
VJIK 681.5.08

M.J. BAKHUH, I'.C. BACUJIBEB,
C.B. EPEMEHKO, O.P. KY31N4YKUH, A.1. CYPXKUK

NCCIEJOBAHUME YYBCTBUTEJIBHOCTU ®AZOMETPUYECKOI'O METOJA
JJI51 KOHTPOJIA YTEYEK HE®@TEITPOAYKTOB

Baoicroti npaxkmuuyecxoti 3a0aueil uccie008anus a00bIX USMEPUMETbHBIX YCMPOUCME U CUCTEM
AGNEMCS  OYyeHUsanue ux uygcmeumenvHocmu. K yuciy maxux cucmem, 6 HACMHOCMU, OMHOCSM
annapamuo-npocPAMMHbLE KOMIICKCbL 2C0OUHAMUYECKO20 MOHUMOPUH2A 2€0N02UHECKUX CPed HA npeomem
ymeuex 8 HUX HehmenpooyKmos, peaiuzyemvle Ha 0CHOBe (a3oMempuyeckozo Memood 2e0NeKmpuiecKo2o
Koumpoas. Hoes dannoco memooa 6azupyemcst HA MOM, 4MO pa3iudHble HehmMenpooyKmsl umeem ceou
HEnosmopumble IAeKMPU4ecKUe XapaKmepucmuky, KOHMPACMHO OMAUHAIOWUECS OM  INEeKMPUUECKUX
Xapaxmepucmuk 2eono2uyeckux cpeo. IIposedennvle UCCIC008aHUS NOKA3AAU, YMO IPHEKMUCHbIM
annapamom OYEHUBAHUS YUYECMBUMETbHOCIU 2€03JIeKMPUYECKUX YCMAHOBOK AGNAEMC NPUMEHeHUe
MOOENUPOBAHUSL OBYXMEPHBIX U MPEXMEPHBIX 2C0INeKMPUUECKUX PA3Pe308 HA OCHOB8e Memood CEemok.
Coznacno OanHOMy Memooy, Kadicoblll dAeMeHm (MOOYab) cemku npeocmasisem coboll COBOKYNHOCHb
COUHUYHBIX MOOEEU 3aMeUieHUsl, COOMBEMCMBYEM INeKMPULECKUM NAPAMEMPAM MOOEIUPYyemo20 obvekma
(ceonoeuueckoll cpeowl, 600bl, 6030yXa, Hepmenpodykma u m.0.) 6 evlopannom macuimabe. Ha ocnose
oanno2o memooa npu wacmome 30Houposanus ¢ 100 'y ocywecmeneno umumayuonHoe mMooeauposanue
ymeueK Hepmenpooykmos npu  6aApbUpPOSAHUU  21yOUHbL NPOUBd, €20 PA3MepO8 U  HANPAGIeHUs.
npocawusanus. Ilo nonyuennviM  (hazoevim  U300PANCEHUIM  2€OOUHAMUYECKUX HNPOYECCO8 COCNaAHbl
coomeemcmeyloujue 8bl800bl 0 GIUAHUU YKAZAHHLIX (AKMOPO8 HA UYECMEUMETbHOCHb (PaA30MempPUYeckKux
VCMAHOBOK.

Knioueevie cnosa: uyscmeumenbHOCmb; 2e00UHAMUYECKUU MOHUMOPUHZ,  (hazomempuiecKuil
Memo0, ymeuxku He(hmenpooyKmos, cemoyHoe MoOeauposaHue.

@ Baxana M. 1., Bacumses I'.C., Epemenko C.B., Ky3nukun O.P., Cypxuk [1.1., 2023

Paboma evinonnena npu noooepyucke cpanma PODH 19-38-90261 «Hccnedosanue u
pazpadomka cucmemvl KOHMPOIL HEPYMEWIAMOBHIX RPOIUCOE (AZOMEMPUUECKUM 2€0ITIEKMPUULECKUM
MEMOOOM» U 8 PAMKAX 6blNOIHeHUs 2ocyoapcmeennozo 3adanus FZWG -2020-0029 «Paszpabomka
meopemuyecKux 0CHO8 nocmpoenusn UHGOPMAUUOHHO-AHATTUMUYECKO20 obecneuenusn
MENEeKOMMYHUKAYUOHHBIX CUCHEM 2€0IKOTIOCUYECKO20 MOHUMOPUH2A NPUPOOHBIX PECYPCO8 6 CEeIbCKOM
xo3aicmee.
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STUDY OF THE SENSITIVITY OF THE PHASOMETRIC METHOD
FOR MONITORING LEAKAGES OF PETROLEUM PRODUCTS

An important practical problem in the study of any measuring devices and systems is the evaluation of their
sensitivity. Among such systems, in particular, include hardware and software systems for geodynamic monitoring of
geological environments for leaks of oil products in them, implemented on the basis of the phase-metric method of
geoelectric control. The idea of this method is based on the fact that various petroleum products have their own unique
electrical characteristics, contrastingly different from the electrical characteristics of geological media. The conducted
studies have shown that an effective tool for estimating the sensitivity of geoelectric installations is the use of modeling
two-dimensional and three-dimensional geoelectric sections based on the grid method. According to this method, each
element (module) of the grid, which is a set of single substitution models, corresponds to the electrical parameters of
the simulated object (geological environment, water, air, oil product, etc.) on a selected scale. Based on this method, at
a sounding frequency of 100 Hz, simulation modeling of oil product leaks was carried out with varying the depth of the
strait, its dimensions, and the direction of seepage. Based on the obtained phase images of geodynamic processes,
appropriate conclusions were made about the influence of these factors on the sensitivity of the phase-gauge setups.

Keywords: sensitivity; geodynamic monitoring; phasometric method; oil leaks; grid modeling.
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VJIK 004.421.6
0.B. BYXAPHHA, S.H. TYCEHUIIA, C.B. TYTOBCKUI1

AJITOPUTM ONIPEJAEJIEHUA AHAJIOI'A OBBEKTA
HA OCHOBE AHAJIM3A IIPOEKTHOM TOKYMEHTAIIUA

B pabome npedcmasnen noewlii ancopumm onpedeneHusi aHanoca 0OvbEeKMa HA OCHO8E AHANU3A
NPOEKMHOU  QOKYMeHmayuy. Aneopumm  O6azupyemcs HA Memooax asmomamuieckon o06pabomxu
MeKCmMo8oU UHOpMAYUU, SHMPONUTIHOZO AHATUZA, KPUMEPUU CIOXACMUYECK020 NOO0OUA U, 8 OMAUYUE OM
CYUeCmsylowux —aieopummos, Nno3eojidem ¢ HauMeHbliell mpyooemMKOCmblo onpedeiiimb CmeneHsb
coomeemcmeuss 00vekmos. s ucciedosanus aneopumma paspabomano npunodicenue, Hno38osiouee
OYeHUeamb  CMoxacmuieckoe nooobue 00vLEKMos no ux mexcmogomy onucaunuio. Ha ocnose
BHIMUCTUMENbHO20 IKCNEPUMEHMA NPOBeOeH CPABHUMENbHbIN AHANU3 PAa3pabOmMaHHO20 ANOPUMMA  C
cywyecmsylomum nooxXo00M, OCHOBAHHBLIM HA JAMEHMHO-CEMAHMUYECKOM aHAIu3e meKcmos. Auanus
IKCNEPUMEHMATLHBIX OAHHLIX NOKA3IBAEM BbICOKYIO CXOOUMOCHb Pe3yabimamos, NOJIYUeHHbIX HA OCHO8e
npeonazaemo2o an2opummda U aieopummd, OCHOBAHHO20 HA JAMEHMHO-CEMAHMUYECKOM aHAlu3e.
THonyuennsie pesyrbmamel mMo2ym Oblmb NPUMEHEHbl NPU NPOBEPKe COOMBEMCMBUSL CILONCHLIX CUCHEM
npeovABNAeMbIM MPeOOBAHUAM NPU OSPAHUYEHHOM 00beMe UCIbIMAHU.

Knroueenle cnosa: oo6vexm ucnolmanuti;, ananoe; cmoxacmuyeckoe nooooue, SHMpOnUUHbIL AHATU3,
JIAMEHMHO-CEMAHMUYECKUL AHAU3; ABMOMAMUYEecKas 00pabomra mekcmos, NPoeKmuas OOKYMEeHMayusl.
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ALGORITHM FOR DETERMINING THE ANALOGUE OF THE OBJECT
BASED ON THE ANALYSIS OF THE PROJECT DOCUMENTATION

The paper presents a new algorithm for determining an analogue of an object based on the analysis of design
documentation. The algorithm is based on the methods of automatic processing of textual information, entropy analysis,
stochastic similarity criteria and, unlike existing algorithms, allows you to determine the degree of correspondence of
objects with the least complexity. To study the algorithm, an application has been developed that allows you to evaluate
the stochastic similarity of objects according to their textual description. On the basis of a computational experiment, a
comparative analysis of the developed algorithm with the existing approach based on the latent semantic analysis of
texts was carried out. An analysis of the experimental data shows a high convergence of the results obtained on the
basis of the proposed algorithm and the algorithm based on latent semantic analysis. The results obtained can be used
to check the compliance of complex systems with the requirements with a limited scope of tests.

Keywords: test object; analogue; stochastic similarity; entropy analysis; latent semantic analysis; automatic
text processing; project documentation.
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IMPOBEJAEHHUE OHEHKHU DOPPEKTUBHOCTH
MNPOBEJAEHHBIX TIPO®PUJITAKTUYECKHUX MEPOHPPIS[TPI?I
HA ITPEAITPUATHUUA C UCITOJIB30BAHUEM METOJ0OB HEHETKOMU JIOTUKH

Jna OoYeHKU aghpexmusrnocmu MEXHONI020-NPOPUNAKMUYECKUX — MepONnPUAMULL Ha
npouzgoocmeennom npeonpusmuu (I111) na nepsom smane ucciedo8anus UCNOIL308ANUCL MeEMOOUKU
MAMeMamu4ecko20 ananu3a u npeoyiodceHHvle AGmopamuy QyHKYuu 3Ha4umMocmu, Ha 6Mopom dmane Ha
0CHOBEe HeuemKoll 102UKU CIMPOUNUCL UHMESPATbHbIE DYHKYULL.

IIpeonoscennvie agmopamu @YHKYUY 3HAUUMOCMU NO360IUNU YHeCMb YEeaudeHue CIOHCHOCMU
00CIUIICEHUSL KAHCO020 NOCNedyowe20 nogvliieHUus 3@gexmusHocmu npouzeoocmeernnol aunuu (I1J1) u
cpopmuposams UHMESPATLHYIO YUCIOBYIO OYEeHKY 3Hauumocmu npoguiakmuueckux meponpusmui (IIM) c
NO3UYUU UX GIUAHUS HA NPOU3BOOUMENLHOCMb JUHULL U KAY4ecmeo 20moeo20 npooykma. Dopmuposanue
UHMESPANbHOU OYEHKU HA OCHOBE HEUemKOlU JI02UKU OaN0 BO3MONICHOCHb 8ePUPUUUPOBAMb NOTYYEHHbIE
pe3yiomamul, mem CaMbIM NObICUE CIENEeHb A0eK8AMHOCTY CPOPMUPOBANHBIX HA UX OA3e 6bIB0O08.

Obvedurenue UCNONIb30BAHHBIX MEMO008 NO380AUN0 CHOPMUPOEAMb O8YXKOMNOHEHMHbIU NOOX0O
npogedenusi oyenxku sppexmusnocmu npogedennvix IIM, xomopwiii mooicem Ovimb UCHOIBL30BAH KAK
0azo60e 36eHO OIKCHEPMHOU CUCHEMbl, NO360AAIOWEN O00CMOBEPHO OYEHUMb USMEHEeHUe Kayecmed
@ynxyuonuposanus I1J1

Knwouesvie cnosa: neuemxas 102uxa, OyeHka dQdexmuenocmu npoQuUIAKMUYecKux Meponpusimuil;
UHMENIeKMYAIbHble MeMOoObl AHANU3A OAHHBIX, (DYHKYUU SHAYUMOCTIU, UHIMESPATbHble QYVHKYUU.
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EVALUATION OF THE EFFECTIVENESS OF PREVENTIVE MEASURES
TAKEN AT THE ENTERPRISE USING FUZZY LOGIC METHODS

The purpose of the work is to develop components for assessing the effectiveness of preventive measures (PM)
for the growth of an enrichment plant of a mining and processing plant in the Belgorod Region, which makes it possible
to evaluate the assessment of the quality of the production line (PL).

In order to evaluate the effectiveness of technological and preventive measures at a manufacturing enterprise,
according to the first study of the impact of statistical indicators of mathematical analysis and the sensor functions
assumed by the authors, integral functions were lined up based on fuzzy logic.

The functions proposed by the authors for detecting an increase in the degree of achievement of a high
assessment of the PL assessment and an integral numerical assessment of the PM assessment with an assessment of
their analysis for improving the productivity and quality of the finished product. The formation of an integral
assessment based on fuzzy logic made it possible to verify the results obtained, thereby increasing the degree of
adequacy of the conclusions formed on their basis.

Keywords: fuzzy logic; evaluation of the preventive effectiveness of measures; intelligent methods of data
analysis; sensitivity functions; integral functions.
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YK 004.9

A.IT. JOKTHOHOB, E.A. TUTEHKO

BOCCTAHOBJIEHUE KO®PUIIMEHTOB

AJITEBPAMYECKOI'O MHOT'OYIEHA C 3AJJAHHBIM CBOBOJHBIM YWIEHOM

Ilpeocmasnensvt pe3yromamvl pewieHuss 0OPAMHOU 3a0ayu BOCCHMAHOBLEHU KOIDDuyuenmos
aneedpautecKoe0 MHO204IEHA ¢ 3A0AHHbLIM C80O0OHbIM unenom. [Ipeobpazosanuem noaunoma Yebviuesa
nepgoeo pooa Ha ompeske [-1, 1] nocmpoen noaunom cmenewu, paeHoU CMENeHU UCCIEOYEeMO20
aneebpauieckoeo MHOZOUIEHA, C YUCIOM MOYeK YeOblUle8CK020 AbMEPHANHCA, COBRAOAIOWUM CO CIENEHbIO
NONUHOMA, U 3HAYEHUEM, PABHbIM HYII0, 6 mouke (-1). Yemanoeneno, umo npu pasnomepnoil nenpepvieHol
HOpMe NOZPeUHOCMU BXOOHBIX OAHHbIX HOJYVYEHHbIU ATbMEPHAHC MuHumuzupyem @yuxyuto Jlebeea no
KpUmepuo onmuMu3ayuu peuierus 3a0a4u UHMepnoIsiyuoOHHbIM noaunomom Jlaeparnoica.

Knioueswie cnosa: obpamuas 3a0aua; unmepnonsyuonnvlil noaunom Jlaepansca, ¢ynxyus Jlebeea;
MOYKU YeObIUUEBCKO20 albMePHAHCa.
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RECOVERY OF THE COEFFICIENTS OF AN ALGEBRAIC POLYNOMIAL WITH A GIVEN FREE TERM

The results of solving the inverse problem of recovering the coefficients of an algebraic polynomial with a
given constant term are presented. By transforming a Chebyshev polynomial of the first kind on the segment [-1, 1], a
polynomial of degree equal to the degree of the algebraic polynomial under study and the number of points of the
Chebyshev alternance is constructed. The value of the polynomial is zero at the point (-1). It has been established that
with a uniform continuous absolute norm of error for the input data, the alternance minimizes the Lebesgue function
according to the criterion for optimizing the solution of the problem.
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YJIK 004.89
C.B. IIOIIOB

O ITIPEJCKA3AHUN COBBITHI

Aodexsammnoe npedckazanue codbImuil, blOUBAIOWUXCSL U3 PA3PAOA NPUEMAEMBIX, AKMYATLHO 8 CUTLY
PA3TIUYHO20 POOA Npeumyujecms, Komopuwie oHu eiekym. QOWenpunsmo, 4mo npeocKka3amv HexNcelameibHoe
cobbimue u YCmpanumv NPUYUHbL €20 803HUKHOBEHUS 6bl200Hee CO 8CeX MOUEK 3PEHUS. IKOHOMUYECKO,
2YMAHUMAPHOU, NOIUMUYECKOU, MEOUYUHCKOU U Np., HelCenu YCmpaHsams e2o nociedcmeus. Tpyonocme
3a0ayu npedCcKa3aHus 8 mom, Ymo mpedyemcs OYeHusams meKyujee coCmosaHue 00veKma HabooeHus: no
MHOSUM PA3HOPOOHBLIM NAPAMEMPAM, MHO2Ue U3 KOMOpblX cmpoco He Gopmarusyemvl. Ilosmomy
NPeOCKa3anue ModCem OCyWecmeasimosCs MOAbKO Ha OCHO8e IKCnepmublx 3axmiodenuti. OOHaKo, IKCnepmos,
CHOCOOHBIX BbICKA3LIBAMb A0EKEAMHble 3AKTOHeHUs, He MH020. B cmamve npednacaemcs memoo
NpeoCcKa3anusl, OCHOBAHHBILL HA M.H. OPMOSOHAILHOCIU NPUSHAKOS, KOMOPLIMU XAPAKMEPU3Viom 6
KOHKDEMHbIX ~ COCMOAHUAX — 00vekmul  Habmodenus. OpmocoHaibHOCMb — 30€Cb  NOHUMAEMCs. KAk
HEB03MONCHOCMb COYemAanusl 3HAYEHUUl PA3HLIX NPUSHAKOE 6 ONUCAHUU O00HO020 COCMOsAHUSL 00bekma
Hab0oeHusi. Imo no3eo/sem npeocKkazams me COCMOsAHUS, KOMopble He Npomugopeuam uUCmopuieckum
OAHHBIM U MeM CAMBIM SbIYUCTUMb OOCHOBEPHOCIb NEPEX00d U3 00HO20 COCMOAHUSL Opyeoe.

Kntouegvle cnoea: oOvekm HaOMOOEHUs;, COCMOsAHUE, NpeoCcKasauue; ooOyuarwas 6vlOopKa,
OPMO2OHAILHOCb 3HAYCHULL NPUZHAKOS, PACCMOSHUE MENCOY COCMOSHUAMU.

© Ilonos C.B., 2023
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ABOUT PREDICTING EVENTS

Adequate prediction of events that fall out of the category of acceptable is relevant due to the various kinds of
advantages that they entail. It is generally accepted that it is more profitable to predict an undesirable event and
eliminate the causes of its occurrence from all points of view: economic, humanitarian, political, medical, etc., than to
eliminate its consequences. The difficulty of the prediction task is that it is required to evaluate the current state of the
object of observation by many heterogeneous parameters, many of which are not strictly formalizable. Therefore, the
prediction can be carried out only on the basis of expert opinions. However, there are not many experts capable of
expressing adequate conclusions. The article proposes a prediction method based on the so-called orthogonality of the
features that characterize the objects of observation in specific states. Orthogonality is understood here as the
impossibility of combining the values of different features in the description of one state of the object of observation.
Orthogonality is understood here as the impossibility of combining the values of different features in the description of
one state of the object of observation. This makes it possible to predict those states that do not contradict historical data
and thereby calculate the reliability of the transition from one state to another

Keywords: object of observation; state; prediction; training sample; orthogonality of feature values; distance
between states.
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HHOOPMALIMOHHBIE TEXHOJIOI'MMH B COLJHUAJIBHO-O9KOHOMUYECKUX
U OPI'AHU3ALIUOHHO-TEXHUYECKUX CUCTEMAX

V]IK 656.073
A.C. BEJIOB, A.H. PEGOPMAT, E.JI. TPAXUHVH

MOJIXO0/1 K ONPEJEJEHUIO PALIMOHAJBHOTO MAPIIPYTA JABHKEHMS
TPAHCIIOPTHBIX CPEJICTB B YCJIOBUSIX
MOBBIIIEHHOM 3ATPYKEHHOCTH ABTOMOBWIBLHBIX JJOPOT
B TOPOJICKOI1 ATJTOMEPALIMM

B cmamve npeocmaenen nooxoo, no3gonsiowull NPOSHO3UPOBAMb PAUUOHALLHBIE MAPUPYHIbL
dgudicenuss mpancnopmuvix cpeocms. Ilpu onpedenenuu payuoHarbHOZO MAPUPYMA  UCTIOTLIYVIOMCSL
u3gecmmuvle Mamemamuieckue KOHCMPYKYuu Oisi onpeoeneHus BepoamHOCmu npoe3da no Mapupymy
O0BUDICEHUSL  3A2PYINHCEHHO20 MPAHCHOPMHO20 CPedcmed 3d YCMAaHosleHHoe epems. Payuounansrocms
Mapuipyma nposasisaemcs npu onpeoeieHuu 8eposimHoCmu 00CMaAgKU epy3a no Mapuipymy 0suxiceHus 0e3
3amMopo8 3a HauMmeHbliee 6peMs Haubolee HNOIHO 3A2PYIHCEHHO20 MpaHcnopmHuozo cpeocmed. Ilocne
HAXOJICOCHUSL ~ MHONCECBA  PAYUOHAIbHLIX — MAPUWPYMOE  OBUIICEHUS — MPAHCNOPMHLIX — CPEOCms
PACCYUMBIBAEMCS BEPOAMHOCTI OOCMABKU 2PY308 OIS KANCO020 PAYUOHATILHO20 MAPUPYMA U 8blOUPAEmCsL
O0OUH MAPUWPYM OBUINCEHUSL C YYEMOM 8ePOSIMHOCIU OOCMABKU 2PY3d.

Knrwouesvie cnoesa: ynpasnenue, s¢pgpexmusnocms, mapupym.
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AN APPROACH TO DETERMINING THE RATIONAL ROUTE OF VEHICLES IN CONDITIONS

OF HIGH TRAFFIC CONGESTION IN AN URBAN AGGLOMERATION

The article presents the approach that allows predicting rational routes of vehicles. When determining a
rational route, well-known mathematical constructions for determining probability of traveling along the routes of a
loaded vehicle for a set time. The rationality of the route is manifested in determining the probability of cargo delivery
along the route without congestion in the shortest time of the most fully loaded vehicle. After finding a set of rational
routes for the movement of vehicles, the probability of cargo delivery for each rational route is calculated and one route
is selected, taking into account the probability of cargo delivery.

Keywords: management; efficiency; route.
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A.E. 3YBAHOBA, O.I1. KVJITBII'MH, H.H. JITOBJINHCKAA,
®.A. MACTAEB, A.M. HEUAEB, A.E. TPYBUH

NPUMEHEHUE HEMPOHHBIX CETEN

JIJISI AHAJIN3A TEKCTOBOM HH®OPMAIIMH O COCTOSIHAU PHIHKA

B cmamuve pacemampuearomcst l’lp06]l€Mbl UCNONb306AHUA UCKYCCNMBEHHOSO UHMEeEeKma onsa
06pa60m1<u MEeKCmos8 U U36JeYeHUss U3 HUX NOJE3HOL qubopMauuu 60 6cex obnacmsx uenoeyecKkoll
Oeﬂmeﬂbﬁocmu, Mema-06yqeuue HelpoHHblx cucmem, NnpumMeHerHue MemdasA3vlka U €20 UCNOIb306AHUA 6
nocmpoeHuu UHmMeNIeKmyalbHblx Cucmem u pa3pa60mi<u A3BIKOB NpOocpaAmMMUpOB6aHUsl 6blCOKO2O YPO6HA.
UEJZb UCCIe008anUsT — npoaraiusupoeanitb OCHO6Hble cnocoowl NPpUMEHEHUA cucmem 06pa60m1<u mexkcmoe
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PecpeccuonHblll CnycK, cmamucmudeckuti ananus. Pezyibmamom ucciedosanuil a61semcs pazeumie Ho8020
HAnpaenenust HAYYHbIX UCCIe008aHUull 6 00IACMU UCKYCCMBEHHO20 UHMELIeKmd, Mema-o0yyenus u
HeUpOHHbIX cemell.

Knrouesvie cnosa: uCKyCCngeHHbluv UHmeljieKkn, 06pa60ml<a mexkcmoes, MauuHHoe O6y’{€HZ/I€;
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THE USE OF NEURAL NETWORKS FOR THE ANALYSIS
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The article discusses the problems of using artificial intelligence for processing texts and extracting useful
information from them in all areas of human activity, meta-training of neural systems, the use of metalanguage and its
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use in the construction of intelligent systems and the development of high-level programming languages. The aim of the
study is to analyze the main ways of using natural language processing systems, meta-learning and the possibilities of
its use in business and economics. Methods used: systems analysis methods, linear regression, stochastic regression
descent, statistical analysis. The result of the research is the development of a new direction of scientific research in the
field of artificial intelligence, meta-learning and neural networks.

Keywords: artificial intelligence; word processing; machine learning; deep learning; mathematical
algorithms; statistical algorithms; neural network.
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VJIK 004.94
JL.E. MUCTPOB, B.IT. MOPO30B, O.B. TTIOJIIKOB

METOAUKA OBOCHOBAHUA APXUTEKTYPbI UHTEJIVIEKTY AJIBHBIX
TPEHAKEPHbBIX CUCTEM INIOAI'OTOBKHU CHHEINMAJINCTOB
11O IPUMEHEHUWIO PATMOIJIEKTPOHHBIX OB BEKTOB

IIpeonacaemcs memoouxa 060CHOBAHUSL APXUMEKMYPLL UHMELIEKMYATbHbIX MPEHAICHBIX CUCEM
(UTC), npeoHasnauenHblX 014 GbIPAOOMKU HABLIKOG OOVUANWUMUCA NO CHOCODAM  NpUMEHeHUs
paouosiekmpoHubix 00vekmos (PO0) na ocrose svinoanenus yuebno-mpenuposounwvix 3aoay (Y13). Oua
npeocmasiena 6 eude Memooudeckux nooxo008, NPUHYUNOE HOCMPOEHUs, Npoyedyp, KOMAHO, OAHHBIX U
Xapakmepucmux, CMmpyKmypHo CORPSINCEHHBIX C KadcobiM uepapxudeckum yposuem P3O0, obobwenno
onucwisarowux apxumexmypy UTC. Onpedenenvt 0ocobeHHOCMU NOCMPOEHUs U NPEONoXCeHbl 0000UeHHAs U
yacmuvle Memoouxu nocmpoenus apxumexmypvr HUTC 6 6ude cucmemvl 3a0ay HO YAPAGIEHUIO
NPOSPAMMHBIMU KOMNOHEHMAMU Npu uMumayuu npoyeccos @yukyuonupoganus PO ons obocnosanus
obyuarowumucs peuwteHuil no cnocobam npumernenus POO. Ee peanuzayusa obecneuusaem evinonuernue Y13
no cnocobam npumenenusi P20 na mrooicecmeae ycnosuii 6030elicmeust 6HeuHell cpeobl.

Kniouesvte cnosa: paouosnekmponnvlii 00bekm; 00yuarouuiicst; UHMeINEKMYaibHAs. MPEeHANCePHAsL
cucmema, — apxumexmypa, — MemoOuKda, — aleOpumMm,  AnnapamuoO-npocPAMMHbIE  KOMNOHEHMbl,
ahgpexmusHocme.

(© Mucrpos JLE., Moposos B I, Homsxos O.B., 2023
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METHODOLOGY FOR SUBSTANTIATING THE ARCHITECTURE
OF INTELLIGENT SIMULATOR SYSTEMS FOR TRAINING SPECIALISTS
IN THE USE OF RADIOELECTRONIC OBJECTS

A methodology is proposed to substantiate the architecture of intelligent training systems (ITS) designed to
develop skills by students on the methods of using radio-electronic objects (REO) based on the performance of training
tasks (UTZ). It is presented in the form of methodological approaches, principles of construction, procedures,
commands, data and characteristics structurally associated with each hierarchical level of REO, generically describing
the architecture of ITS. The features of the construction are determined and generalized and particular methods of
constructing ITS architecture are proposed in the form of a system of tasks for managing software components while
simulating the processes of functioning of REO to justify decisions by students on the methods of using REO. Its
implementation ensures the implementation of UTZ according to the methods of application of REO on a variety of
environmental conditions.

Keywords: radio-electronic object; student; intelligent simulator system; architecture; methodology;
algorithm; hardware and software components; efficiency.
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YJIK 004.031.4
A.A. CTBIUVYK, U.C. CThIUYK

AJITOPUTMBI ONEPALIMIA YTEHUSA U 3AIIMCHU JAHHBIX ACY
BUPTYAJIBHOI'O IPEAIIPUATHUA
B OBJIAYHBIX CUCTEMAX XPAHEHUSA U OBPABOTKH JAHHBIX

B oOannoii cmamwe agmopvi nposodsm onucanue pazpaboOmMAHHLIX AN2OPUMMOSE YIPAGIEHUS.
docmynom k ungpopmayuu ACY eupmyanvrioco npeonpusmus, a UMEHHO: Onepayuil YmeHus u 3anucu
oaunvix. s evlnoaHenus umenus (3anucu) un@opmayuu O0INCHO Obimb HallOeHo puzuueckoe
pacnonodicerue Heobxo0umozo @aiiia. Yuumovléas, umo eHewHull U 6HYmMpeHHUll aopeca Gatinos mocym
PaziudamsbCsl, He0OX00UMO BbINOTHUMb NOUCK BHYMPEHHe20 aopeca gaiiia no suewnemy. Ilpednrazaemes @
Kauecmee sHewne2o aopeca paiina ucnoavzosamv UUID (Universally Unique Identifier).

Knrouesvle cnosa: obnaunvie cucmemvl XpaHeHusi OAHHbIX, OOabUiUEe OAHHbIE, ABMOMAMUIAUUSI,
unpopmayuonnvie mexnonoeuu, Hnmeprnem-cepsuc, GUPMYarbHAs QAlllogas CUCMeEMA, BUPMYATbHOE
npeonpuamue; ArcopUmMM onepayuy YmeHus,; aieopumm onepayuy 3anucu.
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ALGORITHMS FOR DATA READING AND WRITING OPERATIONS OF A VIRTUAL ENTERPRISE
AUTOMATED CONTROL SYSTEM IN CLOUD STORAGE AND DATA PROCESSING SYSTEMS

In this article, the authors describe the developed algorithms for managing access to information of the
automated control system of a virtual enterprise, namely: data read and write operations. To read (write) information,
the physical location of the required file must be found. Considering that the external and internal addresses of files
may differ, it is necessary to search for the internal address of the file by the external one. It is proposed to use UUID
(Universally Unique Identifier) as the external address of the file.

Keywords: cloud storage; big data; automation; information technologies; Internet service; virtual file system;
virtual enterprise; read operation algorithm; write operation algorithm.

BIBLIOGRAPHY (TRANSLITERATED)

1.  Volkov V.N., Stychuk A.A., Stychuk I.S. Analiz vozmozhnostej oblachnyh sistem hranenija dannyh pri
realizacii i soprovozhdenii jelektronnyh uslug naseleniju // Arrigievskie chtenija po teme: «Formirovanie
novoj paradigmy jekonomicheskogo myshlenija XXI veka»: materialy Mezhdunarodnoj nauchno-
prakticheskoj konferencii, 21-23 marta 2018 goda, g. Orel. — Orel: OGU im. I.S. Turgeneva, 2018. — S.
165-173.

2. Volkov V.N. i dr. Analiz metodov i sredstv organizacii oblachnyh sistem hranenija i obrabotki bol'shih
dannyh dlja realizacii jelektronnyh uslug naseleniju / V.N. Volkov, D.V. Ryzhenkov, A.A. Stychuk, I.S.
Stychuk // Informacionnye sistemy i tehnologii, 2019. — Orel: OGU im. I.S. Turgeneva, 2019. — Ne
4(114). — 121 s. - S. 30-39.

3. Volkov V.N. i dr. Struktura sistemy obespechenija funkcionirovanija oblachnyh sistem hranenija i
obrabotki bol'shih dannyh dlja realizacii jelektronnyh uslug naseleniju / V.N. Volkov, I.S. Konstantinov,
A A. Stychuk, I.S. Stychuk, S.V. Terent'ev // Informacionnye sistemy i tehnologii, 2019. — Orel: OGU im.
I.S. Turgeneva, 2019. — Ne 5(115). — 117 s. — S. 35-42.

4. Volkov V.N. i dr. Razrabotka modelej pol'zovatelja, sessii i upravlenija dostupom v oblachnyh sistemah
hranenija i obrabotki dannyh dlja realizacii virtual'nogo predprijatija / V.N. Volkov, I.S. Konstantinov,
D.V. Ryzhenkov, A.A. Stychuk, I.S. Stychuk // Informacionnye sistemy i tehnologii, 2020. — Orel: OGU
im. 1.S. Turgeneva, 2020. — Ne 1(117). — 122 s. — S. 39-47.

5. Volkov V.N. i dr. Obobshhennaja grafovaja model' virtual'noj fajlovoj sistemy v oblachnyh sistemah
hranenija i obrabotki dannyh dlja realizacii virtual'nogo predprijatija / V.N. Volkov, I.S. Konstantinov,
A.A. Stychuk, I.S. Stychuk // Informacionnye sistemy i tehnologii, 2020. — Orel: OGU im. LS.
Turgeneva, 2020. — Ne 3(119). — 123 s. — S. 25-36.

6. Stychuk A.A. i dr. Struktura dannyh sistemy obespechenija funkcionirovanija ASU virtual'nogo
predprijatija v oblachnyh sistemah hranenija i obrabotki dannyh / V.N. Volkov, I.S. Konstantinov, A.A.

Ne1(135)2023




UHopMmayuoHHbIE cucmeMbl U MexHosI02uu

Stychuk, 1.S. Stychuk // Informacionnye sistemy i tehnologii, 2021. — Orel: OGU im. I.S. Turgeneva,
2021. — Ne 1(1230). — 118 s. — S. 28-33.

7. Stychuk A.A. i dr. Algoritmy upravlenija dostupom k informacii ASU virtual'nogo predprijatija v
oblachnyh sistemah hranenija i obrabotki dannyh / V.N. Volkov, A.V. Korotkij, S.V. Novikov, D.V.
Ryzhenkov, A.A. Stychuk, 1.S. Stychuk, A.Ju. Uzharinskij // Informacionnye sistemy i tehnologii, 2022.
— Orel: OGU im. I.S. Turgeneva, 2022. — Ne 5(133). — 132 s. — S. 54-62.

ABTOMATHU3ALIHA U VIIPABJIEHUE
TEXHOJIOTHUYECKUMHA ITPOLJECCAMHA U [IPOHU3BONCTBAMHU
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I0.A. BEJIEBCKAA4, A.Il. PYICVH, P.A. ®UCYH

ABTOMATU3ALMSA YIIPABJIEHUSA ITPOHECCOB
AHAJIM3A M1 KOHTPO.IA YT'PO3 HH®OPMAIIMOHHOM BE30MMACHOCTH
COIMOTEXHUYECKUX CUCTEM

Pewena  axmyanvnas  3a0awa  agmomamuzayuu  npoyecca  Yynpasiewus — obecneuenuem
UHpOPMAYUOHHOU DE30NACHOCMbIO HA OCHOBE Pa3PaAbOMKU NPOSPAMMHO-ANNAPAMHO20 KOMNIEKCA AHATU3A,
KOHMpONa U KOJUYECMBEHHOU OYeHKU Yepo3 UHMOPMAYUOHHOU 0e30NACHOCMU  UHDOPMAYUOHHO-
BHIYUCTUMENbHOU CemU ABMOMAMUIUPOBAHHBIX CUCHEM 00pabomKu UHGOpMayuy U ynpagieHus pasiuiHblx
KAACCO8, UCHONBL3YEMbIX 8 COBPEMEHHbIX COYUOMEXHUYECKUX CUCTNeM, QVHKYUOHUPYIOWUX 6 YCIOGUSX
HeonpeoeieHHOCMU, PUCKA, HENPEPHIBHO20 8030eUCMEUsL YePO3 U OPY2UX 0eCmpyKMUGHbIX 8030etiCNEUl.

Knioueswvie cnoga: asmomamusayus npoyecco8 YNpagieHus; asmomMamu3upoS8anHble CUCHEMbL,
aemMoMamu3uposantvle  cucmemvl  00pabomxKu  uH@opmayuu U YNpasneHus;  UH@OOPMAYUOHHO-
sblUUCIUMENbHbIE Ccemu; 0e30nacHocmb uHgopmayuy;, obecnevenue UHDOPMAYUOHHOU 0e30NACHOCU,
MOOeb OYeHKU Yepo3 U 0eCmPYKMUBHbIX 8030elCMEULL.
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AUTOMATION OF MANAGEMENT OF PROCESSES
OF ANALYSIS AND CONTROL OF THREATS TO INFORMATION SECURITY
OF SOCIOTECHNICAL SYSTEMS

The actual problem of automation of the information security management process has been solved on the
basis of the development of a software and hardware complex for analysis, control and quantitative assessment of
threats to information security of an information and computing network of automated information processing and
management systems of various classes used in modern sociotechnical systems operating under conditions of
uncertainty, risk, continuous exposure to threats and other destructive influences.

Keywords: automation of management processes; automated systems; automated information processing and
management systems; information and computing networks; information security; information security; threat
assessment model and destructive impacts.
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MATEMATUYECKOE U IIPOI'PAMMHOE OFECIIEYEHUE
BBIYUCIIUTEJILHOM TEXHUKH U ABTOMATH3UPOBAHHBIX CUCTEM
VJIK 004.273

K.C. BAJIMIIKAS, M.C. CABYHOB, C.M. CAJIMBEKAH, IT.1. YEJIHOKOBA

CACTEMA YIIPABJIEHUAA TEXHUYECKUM OBBEKTOM U EE MOJAEJINPOBAHUE
HA BA3E BBIYUCJIMTEJIbHOU ITAPA/IUI'MbI DATA-FLOW

Hacmoswas cmamvs nocesiwena onucanuro uccied08amensckoli pabomosl no CO30AHUIO MEMOOUKU
UMUMAYUOHHO20 MOOETUPOBAHUSL CUCHEMbl ABMOMAMULECK020 YNPABLEHUS MEXHUYECKUM 00beKmom Ha
baze napaduemsl data-flow (sviuucienus c ynpasienuem nomoxkom oanusix). Cucmema peanuszosana Ha base
ynpasasouezo asmomama. B pezynomame uccnedosanus 6vina pazpabomana u npocpamMmMHO pearu308ana
MoOenb cucmemvl a8MOMAMUYEcKo20 YIPAsieHus, Mooelb 00beKkma YNpaeieHus, a makdce ompabomana
MEMOOUKA 83AUMOOCTICTNEUSL MOOETU CUCIEMbL YAPABLEHUs. L 00beKMa YNPAGIeHUsl.

Knwuesvie cnosa: ynpaeﬂﬂiou;uﬁ asmomam, BbIUUCTUMENbHBILL npoyecc ¢ ynpaejleHuem nomoxKkom
aaHHle,' 06beKmH0—ampu6ymHaﬂ apxumexkmypa, npocpamMmrd: peaiusayusl cucmemsvl aenomamuiecKkoco
ynpaeierus; umumayuoHHoe MO@@JZMPOGGHMB.

@ Bamumkas K.C., CaBynoB M.C., Canubexsa C.M., Uemnokosa I1./1., 2023

Paboma evinonnena npu punancosoit noooepiicke cpanma PODU 6 pamkax Hayunozo npoekma
Ne20-07-00958.
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THE CONTROL SYSTEM OF TECHNICAL OBJECT

AND I-i;IS SIMULATION BASED ON DATA-FLOW PARADIGM OF COMPUTATION PROCESS

The phper contents the description of the research work, the goal of which is creation of a methodology of the
simulation of %n automatic control system of a technical object. The system is based on data-flow paradigm of
computation process. The system is implemented on the basis of a control fine state machine. The research results are
the model of the automatic control system, the programmatically implemented model of the object control, and the
methodology dficommunication between the model of the control system and the object of control.

u

Keywords: control automata; data-flow; object-attribute architecture; program implementation of an
automata, simﬁlation.

Ne1(135)2023

€

c BIBLIOGRAPHY (TRANSLITERATED)

C

]



Hay4Ho-mexHu4eckul xypHas

o s

No

10.

11.

12.

13.
14.

15.

16.

Shopyrin D.G., Shalyto A.A. Sinhronnoe programmirovanie. —Informacionno-upravljajushhie sistemy,
2004. — Ne 3. — S. 35-42.

Kleban V.O., Shalyto A.A. Ispol'zovanie avtomatnogo programmirovanija dlja postroenija
mnogourovnevyh sistem upravlenija mobil'nymi robotami // Sbornik tezisov 19 Vserossijskoj nauchno-
tehnicheskoj konferencii «Jekstremal'naja robototehnika». — SPb: CNII RTK, 2008. — S. 85-87.

Kleban V.O., Shalyto A.A. Razrabotka sistemy upravlenija malorazmernym vertoletom // Nauchno-
tehnicheskij vestnik Sankt-Peterburgskogo gosudarstvennogo universiteta informacionnyh tehnologij,
mehaniki i optiki, 2011. — Ne 2(72). — S. 12-16.

Polikarpova N., Shalyto A. Avtomatnoe programmirovanie. SPb: Piter, 2011. — 168 s.

Jurij Silk, Borut Robic, Theo Ungerer. «Asynchrony in parallel computing: From dataflow to
multithreading» Institut Jozef Stefan, Technical Report CDS-97-4, September 1997 / Milutinovic V,
Trifunovic N, Salom J, Giorgi R. The guide to dataflow supercomputing. USA: Springer; 2015
[Jelektronnyj resurs]. — URL: https://proxylibrary.hse.ru:2084/content/pdf/10.1007%2F978-3-319-16229-
4.pdf.

Tanenbaum Je. Arhitektura komp'jutera. 5-e izd. — Piter, 2007. — 844 s.

Tanenbaum Je., M. van Steen. Raspredelennye sistemy. Principy i paradigmy. — SPb.: Piter, 2003.

Park Dzh., Makkej S., Rajt Je. Peredacha dannyh v sistemah kontrolja i upravlenija; perevod s angl. V.V.
Savel'eva. =— M.: OO0 «Gruppa IDT», 2007. — 480 s.

Salibekjan S.M., Panfilov P.B OA-arhitektura postroenija i modelirovanija raspredelennyh sistem
avtomatizacii. — Avtomatizacija v promyshlennosti, 2010. — Ne 11. — S. 51-56.

Salibekjan S.M. Realizacija avtomatnoj paradigmy vychislenij na ob#ektno-atributnom bazise. —
Prikladnaja informatika, 2017. — T. 12. — Ne 2(68). — S. 103-115.

Salibekyan S.M., Panfilow P.B. Object-attribute architecture for design and modeling of distribute
automation system. — Automation and remote control, 2012. — Volume 73. — Number 3. — P. 587-595.
Shalyto A.A. SWITCH-tehnologija. Algoritmizacija i programmirovanie zadach logicheskogo
upravlenija. — SPb.: Nauka, 1998 [Jelektronnyj resurs]. — URL: http://is.ifmo.ru/books/switch/1.

Karpov V.Je. Avtomatnoe programmirovanie i robototehnika. — M.: MFTI-MI1JeM NIU VShle, 2014.
Salibekjan S.M. Realizacija avtomatnoj paradigmy vychislenij na ob#ektno-atributnom bazise. —
Prikladnaja informatika, 2017. — T. 12. — Ne 2(68). — S. 103-115.

Issledovanie metodov organizacii kollektiva robotov na osnove modelirovanija jeusocial'nyh soobshhestv,
2016 [Jelektronnyj resurs]. — URL: http://robofob.ru/projects/.

Jerry Banks and other. Discrete-Event System Simulation. Fourth edition / John S. Carson II, Barry L
Nelson, David M. Nicol.

HHDOOPMALIMOHHAA BE30IIACHOCTbH U 3AL[UTA HHDOOPMALIUU

YK 654.026

B.B. BE3PYYKO, B.K. CAHCEBINY

MNPEJJIOKEHUS ITO MIOCTPOEHUIO 3AIMIIEHHOT'O KAHAJIA YITPABJIEHUSA

I[IU®POBBLIM OBOPYJIOBAHUEM CETEWM CBSA3U

B cmamve paccmampueaiomcs 80npocbl NOCMPOEHUs. BbLOEEHHO20 3AUWUWEHHO20 KaHald
ynpasnenus na 6aze yugposvix kamanos, cosoasaemvix annapamypou CLH u 3axpeimozo c¢ nomoujvio
Kpunmoepagpuueckux cpedcms.

Knrwueewie cnoesa: ynpaejienue cemovlo CeA3U, 3au4uu¢e1—u—tbn7 KaHaj ynpaeieHusl.
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PROPOSALS FOR THE CONSTRUCTION OF A SECURE CONTROL CHANNEL
FOR DIGITAL EQUIPMENT OF COMMUNICATION NETWORKS

The article discusses the issues of constructing a dedicated secure control channel based on digital channels
by the SDH equipment and closed using cryptographic means
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M.M. TOJIEMBMOBCKUI, O.M. TOJJEMBUOBCKAS, E.B. KOH/IPAIIIOBA,
M.1O. PBITOB, A.A. PABLEB, K.E. HINHAKOB

AHAJIN3 HAUBOJIEE W3BECTHBIX YA3BUMOCTEM
JJIAA PEAJIM3AIIMU KUBEPATAK

B cmamve nposeden xomnaexcuwill amaiuz 6eposmMHOCU IKCHIYAMAyuu Haubosee U38eCmublX
yazeumocmetl 018 peanu3ayuy Kubepamax nymem NOCMpOeHUs CMPYKMypHOt MOOeIU 3auumyl CUCTHEMDL.
Ilpeonazaemviti n00x00 yerecooOPA3ZHO NPUMEHAMb CAYHCOAM 0OE30NacCHOCMU HPeONpUAmMUs C Yelbio
OYEHKU B03MOJICHOCMU IKCIIYAMAyUU HA 00beKme Mo Ulu UHOU YA36UMOCU cucmembl. B pamkax
pabomvl nocmpoera noopoOHAsE CMPYKMYPHAsL MOOelb O Oecsimu Hauboiee AKmydaibHbIX U ONACHbIX
yazgumocmeti Ha nepuod 2022 z2o00a. [locmpoenue cmpyxmypHou modenu O Haubonee NONYisApHbIX
ya3euMocmell  no36oisem Haubonee 0OOCHOBAHHO U CUCMEMHO NPOAHATUIUPOBAML  CIPYKMYpPY
VA36UMOCIEl U ONpedenums GepPOsSMHOCING UX UCNOTb306AHUSL 34 CYEM OYEHKU OMOETbHbIX IeMEHMO8
3auumal.

Knwuesvie cnosa: ysazsumocmu, sxcnayamayus; xubepamaxa, uHQOpMayuonHas 0e30nacHocmy,
3auuma ungopmayu.

@ I'onem6uoBckuit M.M., I"'onembuosckas O.M., Konapamosa E.B., PeitoB M.1O., Psioues A.A., [llunakos K.E., 2023

CIIMCOK JIMTEPATYPbI

1. Araku Ha poccuiickue Kommanum [DnekrpoHusiii pecypc]. — URL: https://rt-
solar.ru/analytics/reports/2880/ (nata oopamenns: 28.09.2022).

2. Positive Technologies: o6napyxeHna ys3sumocts B [10 Citrix [DnexkrponHsiit pecype]. — URL:
https://www.securitylab.ru/news/503541.php (nara oopamnienus: 03.10.2022).

3. CrpykTypHas MOJIEITh [DnexTponubIit pecypc]. - URL.: https://ek-
ek.jimdofree.com/meryxun/monenupoanue?/11 (nara oopamenus: 03.10.2022).

I'onemOunoBckuiit Makcum Muxaiinosu4

OI'bOY BO «bpsaHckuii rocy1apcTBeHHBIN TEXHUYECKUH YHUBEPCUTET», T. BpsiHCK
Acnupanr, cnienuanuct otraena HUPC

Ten.: 8 (4832) 58-83-55

E-mail: maksim32region@yandex.ru

I'onemOnoBckast Oxcana MuxaiiioBHa

OI'BOY BO «bpsiHCKHI TOCYIapCTBEHHBIA TEXHUYECKUN YHUBEPCUTET», T. BpsHCK

Kanmunar TeXHU4ecKuX Hayk, HoleHT Kadenpbl «CructeMbl HHOOPMALMOHHOM 0€301acHOCTHY
Ten.: 8 (4832)58-83-55

E-mail: Bryansk-tu@yandex.ru

Konapamosa Exatepuna BiagumuposHa

OI'BOY BO «bpsHCKuii rocy1apcTBEHHBIN TEXHUIECKUH YHUBEPCUTET», T. BpsiHCK
CrynenTka 5 kypca ®akynbrera HHQOPMaMOHHBIX TEXHOJIOTHI

Ten.: 8 953 289 52 14

E-mail: kondrashova_katerina@bk.ru

PeiTroB Muxauna IOpbseBny

OI'BOY BO «bpsHCKHii rocy1apcTBEHHBIN TEXHUIECKUH YHUBEPCUTET», T. BpsHCK
Kanguaar TexHu4eCKHX Hayk, 3aBeayronuii kapempoi «CUB» BI'TY

Ten.: 8 (4832) 58-83-55

Ne1(135)2023



UHopMmayuoHHbIE cucmeMbl U MexHosI02uu

E-mail: sib@tu-yandex.ru

Psadues Aprem AnapeeBny

OI'bOY BO «bpsHckuil rocyapcTBeHHbIN TEXHUYECKUN YHUBEPCUTET», T. BpsiHCK
Acnmpant 1 kypca dakynbreTa HHGOPMAIMOHHBIX TEXHOJIOTHI

Ten.: 8 (4832) 58-83-55

E-mail: sib@tu-yandex.ru

IInnaxkos Kupuin EBrenseBny

OI'BOY BO «bpsHCKHi rocy1apcTBEHHBIN TEXHIYECKUN YHUBEPCUTET», T. BpsiHCK
KangunaTt TeXHU4ECKHX HayK, JOLEHT

Ten.: 8 (4832) 58-83-55

E-mail: sib@tu-yandex.ru

M.M. GOLEMBIOVSKIJ (Post-graduate Student, Specialist of the R&D Department)

O.M. GOLEMBIOVSKAYa (Candidate of Engineering Sciences,
Associate Professor of the Department «Information Security Systems»)

E.V. KONDRAShOVA (Student)

M.Yu. RY’TOV (Candidate of Engineering Sciences,
Head of the Department «Systems of Information Security»)

A.A. RYaBCEV (Post-graduate Student)

K.E. ShINAKQV (Candidate of Engineering Sciences, Associate Professor)
Bryansk State Technical University, Bryansk

ANALYSIS OF THE MOST WELL-KNOWN SOFTWARE VULNERABILITIES
FOR THE IMPLEMENTATION OF CYBER ATTACKS

The article presents a comprehensive analysis of the probability of using the most well-known software
vulnerabilities to carry out cyber attacks by building a structural model of system protection. The proposed approach
should be applied by the enterprise security services in order to assess the possibility of exploiting a specific
vulnerability of the system at the facility. As part of the work, a detailed structural model was built for the ten most
relevant and dangerous vulnerabilities for the period 2022. Building a structural model for the most popular
vulnerabilities allows you to analyze the structure of vulnerabilities in the most reasonable and systematic way and
determine the likelihood of their use by evaluating individual security elements.
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NMUTALIUA AJAIITUBHBIX KOMIIBIOTEPHBIX ATAK
TP OINEHKE 3AIIMINEHHOCTU ABTOMATU3UPOBAHHbBIX CUCTEM

Paccmompena I’lp06ﬂ€Ma 803pacmaHus CJIooHCHOCmMU KOMNbOmMepHblX amakxk Ha
asmomamu3upoearnrnvle Ccucmembl. 05yCﬂ06]Z€Ha HeobX00uMocmy ocywecmeileHusl Meponpwzmml no
mecmupoeaHuio Ha NPOHUKHOBEHUE, npedcmaeﬂeHa Mmooenw umumayuu aoanmueHblx KOMNnvloOmepHvlx amakx
HA OCHoe€ Heﬁpocemeeblx aoanmueHbix KpUumukKkoe.

Knwuesvie ciaosa: asmomamu3upoearnvlie cucmemsl,; qu)OpMaLﬂtOHHaﬂ 6630naCHOCmb,'
mecmupoeaHue Ha npoOHUKHO6EeHUE, zpaqb amak, HelijHHble cemu.
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The problem of computer attacks complexity growth is considered. Necessity of penetration testing is
conditioned. Model of adaptive computer attacks imitation based on neural adaptive critic is shown.
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TPEBOBAHUSA
K 0(hOPMJICHHIO CTATBH VISl OYy0JIMKOBAHHS B ’KypHaJle
«HdopManOHHbIEC CHCTEMBbI U TEXHOJIOTHID)

OBIIME TPEBOBAHMUS

O0bveM MaTepuana, TpeaIaracMoro K MyOJNHKallMd, W3MEPSETCs] CTPAaHWIAMH TEKCTa Ha JIUCTax
¢opmara A4 u comepxuT OoT 4 10 9 CTPAHUI; BCE CTPAHMIBI PYKOMHCH JOJDKHBI UMETh CIUIOIIHYIO
HyMEpaIuio.

B oaHoM cOopHHKE MOXET OBbITh OIMyOJIMKOBaHA TOJNBKO OJAHA CTaThs OMHOIO aBTOPA, BKIIOYAs
COaBTOPCTBO.

AHHOTanuu BceX MyOJIMKYEeMBIX MaTEpUAIOB, KIIOYEBBIC CIIOBa, HH(OpMaIs 00 aBTOpax, CITUCKU
JUTEPATYphl OYJIyT HAXOAWTHCS B CBOOOJHOM JIOCTYIIE HA CaliTe COOTBETCTBYIOIICTO XXypHAJIa U Ha cailTe
Poccwiickoit HaywuHOI anexTpoHHOHN 6nbmmoTexn — PYHObB (Poccuiickuii nHAEKC HAyIHOTO ATUPOBAHUS).

[lomMuMoO cTaThu aBTOPBI JIOJDKHBI TMPEACTABUTH 3aKJIIOUEHHE O BO3MOXKHOCTH OTKPBITOTO
OIyOJIUKOBAHUS CTAThHU.

TPEBOBAHUSA K COJIEPKAHUIO HAYUYHOM CTATBU

Hayunast craresi, mpenocTaBisieMas B JKypHaJIbl, JO/DKHA HMETh CIEAYIONIME 00si3aTelbHbIe
AIIEMEHTHI:

— MIOCTAaHOBKa MPOOJIEMBI MITH 33]]a4d B 00LIEM BUJIC;

— aHaJu3 TOCTWKEHWH M MyOJMHKaIMi, B KOTOPBIX MpeiaraeTcsl peuieHne JaHHOW MPoOIeMbl Win
3aJ]auu, Ha KOTOPBIE OMIMPAETCS aBTOP, BBIJICIIEHUE HAYIHOW HOBU3HBL;

— HCCle0BaTeNbCKas 4acTh;

— 000CHOBaHHUE NOJyYEHHBIX PE3y/IbTaTOB;

— BBIBOJBI 1O JAaHHOMY WCCIICIOBAaHUIO M TEPCHEKTHBHI AalbHEUIIEr0 pa3BUTHS JaHHOTO
HaTpaBJICHUS;

— Oubmmorpadus.

TPEBOBAHUSA K O®OPMJIEHUIO HAYYHOUM CTAThU

Crarest nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHapHBIM
WHTEPBAJIOM, TEKCT BBIPABHUBAETCS MO MIMPWHE; ab3amHbIid oTcTyn — 1,25 cM, mpaBoe moie — 2 cM, JIEBoe
roJse — 2 ¢M, IOJI BHU3Y U BBEPXY — 2 CM.

Oobs13aTesbHBIE )1eMEHTHI:

- YIK

— 3arjiaBue (Ha PpyCcCKOM M aHIJIMIICKOM fI3bIKAX)

— aHHOTanusA (HA PyCCKOM M aHIJIMICKOM SI3BIKAX)

— KJII0YeBbIE CJIOBA (HA PYCCKOM M AHTJIMIICKOM fI3LIKAX)

CHHUCOK JINTEPATYPHI, HA KOTOPYIO aBTOP CCHUIAETCS B TEKCTE CTATHH.

TABJH/ILII)I PUCYHKU, ®OPMVJIbI

Bce Tabmuipl, pUCyHKH W OCHOBHBIE (DOPMYIIBI, NPHUBEICHHBIE B TEKCTE CTAThH, JOJDKHBI OBITh
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DopmyJibl crieayeT Habupath B pemakrope dopmyn Microsoft Equation 3.0 ¢ pasmepamu: 0ObIUHEBII
mpudt — 12 pt, xkpymseii wagexkc — 10 pt, menkwit wamekc — 8 pt. MopmyJibl, BHEAPEHHbIE KaK
nzo0paxkenue, He jgomyckawTes! Pycckme w  rpedeckue OyKBBI, a TakkKe OO0O3HAYECHUS
TPUTOHOMETPUYECKUX (PYHKIUI HAOUPAIOTCS MPSAMBIM MIPUPTOM, JTATHHCKHAE OYKBBI — KYPCUBOM.

Pucynku u npyrue wnnocTpanuu (4epTexu, TpaduKe, CXeMbl, TMarpaMMbl, (POTOCHUMKH) CIIEIyeT
pacrmonaraTh HEMOCPEACTBEHHO IOCNE TEKCTa, B KOTOPOM OHHM YIOMHWHAIOTCS BIEpBbIC. PUCYHKH, YHCIO
KOTOPBIX JIOJDKHO OBITH JIOTHYECKH OTNPaBJIAHHBIM, MPEJCTABISIOTCS B BUJE OTAEIBHBIX (ailiioB B popmate
*.eps (Encapsulated PostScript) umu TIF pasmepom re menee 300 dpi.

CBEJAEHUS Ob ABTOPAX
B xoH1ie crateu npuBozsitcs Habpanubie 10 pt cBenenns 06 aBTOpax B TaKOW MOCIE0BATEILHOCTH:
(dbamuiust, UM, OTYECTBO (HONYKUPHBIHA IWPHT); yUpeKICHHE UM OPraHU3alus, yueHas CTENeHb, YIeHOe
3BaHue, JOJDKHOCTb, aJipec, TesaeoH, 3JeKTpoHHas noura (00buHbIN wpudT). CBeneHus 00 aBTOpax TaKKe
MPEOCTABIISIOTCS OTJCIBHBIM (DaiiioM 1 00sI3aTeNBHO JyOIUPYIOTCSl HA aHTITMHCKOM SI3BIKE.
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