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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE
YK 621.397

E.B. BOJI'OBA, I.B. YPCOJI, A.A. YHEPHOMOPEL], I.A. HEPHOMOPEIL]

Ob DOPEKTUBHOCTHU IPUMEHEHHUA METOA0B
CYBUHTEPBAJIBHOT'O CKPBITHOT'O BHEJIPEHUS JAHHBIX B U30OBPAKEHU A

B cmamve uccneoosana s¢hghexmuenocmv npumenenus 08yX Memooo8 CYOUHMEPBATLHO2O
CKPLIMHO20 6HEOPEHUsL OAHHBIX 8 U300PANCEHUsL 8 PAMKAX 08YMEPHO20 KOCUHYC-IPeodPa308aHusl, KOMOopble
MO2YM NPUMEHAMbCA 011 NOCMPOEHUsT UHDOPMAYUOHHBIX CUCTHEM KOHMPOAS 3d PACHPOCPAHEHUeM U
UCHOTL30BAHUEM UZ00PANCEHUT, COOEPIACAUUX BANCHYIO UHPOpMayuto. B cmambe kpamko onucan mMemoo
8vlOOpa  yacmommuwix nodobaacmeil obaacmu onpedeneHuss KOCUHYC-Npeodpazosanus, 6 Komopvle
npeonazaemcs CKpblimHo 6HeOpSAmMb OaHHble, d MAKHCe NPUBEOEHbl OCHOGHbIE ACTIEKMbL AHATUSUPYEMBIX 8
pabome Memooo8 cyOUHMEPBATbHO20 CKPLIMHO20 GHEOPEHUsl 8 PAMKAX KOCUHYC-NPeodpasosanus. mMemoo
OMHOCUNENLHO20 UBMEHEHUsT NPOEKYUll U300PaNiCeHUss HA COOCMEEHHbIE BEKMOPbl CYOUHMEPBATbHBIX
Mampuy KOCUHYC-NPeodpPa306aHUs, @ MAKICe MemooO USMEHEHUsI 3HAKA COOMBEMCMEYIOWUX NPOeKyull 8
3a6UCUMOCIIU OM 3HAYeHUsl HeOpsaemMo2o Ouma OanHvix. [lpugedenvl pezyrvbmamvl GbLIYUCTUTNETLHBIX
IKCHEPUMEHMO8 NO CPABHEHUIO CKPLIMHOCMU U YCHMOUYUBOCU K CIYHAUHOMY WYMY OAHHBIX, 6HEOPEHHbIX
HA OCHOBAHUU AHATUZUPYEMbBIX Memo008. Tlokazano, umo npu @HeOpeHuu 0OUHAK08020 00BbeMA OAHHBIX
MEMOO OMHOCUMENLHOLO USMEHEHUsT NPOeKYUll umeem HpeuMywecmso 6 CKPbIIMHOCMU 6HeOPeHHOU
unpopmayuy  (MeHvulee UCKAdICEHUEe U30OPAdICEHUS-KOHMElHepa) Nnpu  CPAGHUMOU  YCMOUYUBOCU
U36IEUCHUsL OAHHBIX K PA3PYULAIOWUM B030ElCIEUSIM.

Knwuesvie cnosa: ckpvimnoe — 6HeOpeHue;  uzobpadiceHue;  KOCUHYC — npeobpasosamue;
CYOUHMEPBANbHbIL  AHANU3,  NPOEKYUU  U300pAdXCEeHUs HA  COOCMBEHHble — 8eKMOpbl,  UCKAdNCEeHUe
U3006padsceHUs-KOHMeUHepPd, UCKANCeHUe BHEOPEHHBIX OAHHDIX.

Hccneoosanue evinonneno npu gunancosoii noooeprcke PODH ¢ pamkax Hayunozo npoekma
Ne 19-07-00657.
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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

ON THE EFFECTIVENESS OF METHODS FOR SUBINTERVAL
HIDDEN DATA EMBEDDING INTO IMAGES

In the article we examined the effectiveness of two methods of subinterval hidden data embedding into images
within the two-dimensional cosine transform, which can be used to build information systems for controlling the
distribution and the use of images containing important information. In the article we briefly described the method of
the frequency sub-regions selecting in the cosine transform determination area in which we offer to perform the hidden
data embedding. Also we described the main aspects of the analyzed methods of subintervals hidden embedding within
the cosine transform: a method of relative changes in the image projections on eigenvectors of the cosine transform
subinterval matrices, and method of changing the sign of the respective projections depending on the values of
embedding bits of data. The results of computational experiments comparing the secrecy and stability to random noise
of the data embedded by using the analyzed methods are presented. It is shown that when embedding the same amount
of data, the relative projection change method has the advantage in the secrecy of the embedded information (less
distortion of the image-container) with comparable stability of data extraction to destructive influences.

Keywords: hidden embedding; image; cosine transform; subinterval analysis; image projection on
eigenvectors; image-container distortion; embedded data distortion.
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E.C. BOPOBHUHCKAZ, B.A. L OPOBKOB, A.B. MAPKOB, 10.I1. IOJIEHEIL]

MATEMATHYECKOE MOJAEJIMPOBAHUE U OIITUMMU3ALIUA ITPOLIECCA
MNOJYYEHUSA BUOAU3EJIBHOI'O TOIIVINBA B MUKPOPEAKTOPE

Ilpeonooicena mamemamuueckas MoOelb Hpoyecca HOAYYeHUs OUOOU3ETbHO20 MONAUBA 8
HenpepvlgHo  OelicmgyioujeM  Muxkpopeakmope. Mamemamuueckasa  mModens — ompadicaem — 6KIAO
MACCONEPEeHoca 8 XUMUYECKYI0 Peakyulo U Onucbleaem usMeHeHue KOHYEHMpAayuli cex KOMNOHEHMO8 HO
OnuHe annapama npu NepemMeHHOM KOIUYECTNBEHHOM COCMABe KOMNOHEHMO8 UCXOOHOU cMecu IMULo8bill
cnupm-nodconneurnoe macio. Paccmompena 3adaua onpedenenuss onmumanvHo2o pescuma npoyecca. C
UCNOTL306AHUEM NOJVYEHHBIX AHATUMUYECKUX BbIPAJICEHUNl UCCIe008AHO  GIUAHUE KOIUYECTNEEHHO20
COCMABA KOMNOHEHMO8 pPeakyuu Ha Npou3800umenrsHoCcms Muxkpopeakmopa. Onpedeneno OnmumdanibHoe
MONbHOe — OMHOUWieHUe  KOMHOHEHMO8 8  UCXOOHOU  cMecu, obecneyusaroujee  MAKCUMALLHYIO
nPOU3BOOUMENLHOCINb MUKPOPEAKMOPA NO Yeae80MY HPOOYKY.

Knroueevie cnoea: buoouszenvhoe mMoniueo, noayderHue; mamemamudecKkas MO()eflb,' MUKpopeakmop,
KOMNOHEHmMbl pedKyuu, cocmae, onmumMusayusl; mMaxKxcumym npou360()umeﬂbﬂocmu.

Hccneoosanue evinonneno npu noooepicke Munucmepcmea HAYKU U bICUIEC20 00paA306aHUsA
Poccuiickoii @edepayuu (2oczaoanue 785.00.X6019).
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MATHEMATICAL MODELING
AND OPTIMIZATION OF BIODIESEL FUEL SYNTHESIS IN MICROREACTOR

A mathematical model of biodiesel fuel synthesis in flow-type microreactor device is proposed. The model
taking into account mass transfer, its contribution to chemical reaction, describes the concentration variation of all
sharing components via the microreactor length with the regard to alternative components ratio in the initial ethanol —
sunflower oil mixture. An optimal regime determination problem is considered. With the help of analytical equations
obtained there is investigated the influence of initial components composition to microreactor efficiency. I¢’s
determined the optimal initial ethanol — sunflower oil ratio that provides the maximum of microreactor biodiesel fuel
production efficiency.

Keywords: biodiesel fuel; synthesis; mathematical model; microreactor device; reaction components;
composition in mixture; optimization; maximum of efficiency.
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YK 004.02, 377.44, 338.36

A.Il. KOCTIOKOBA, T.I1. KOCTIOKOBA,
N.A. JIICEHKO, B.C. CAYFAHOB, O.B. lIIUPAEB

BJUSIHUE ITPO®ECCUOHAJBHBIX KOMIIETEHITAM
U TEXHUYECKHUX PEIIEHUN HA D®®EKTUBHOCTD ITPOU3BOJICTBA
B IPOEKTHbIX OPI'AHU3AIUAX

B cmamve asmopamu paccmompenvl acnekmvl cO3pe8anusi NPOGECCUOHANbHBIX KOMNEMeHYull
coemecmHo ¢ pazeumuem — mexHoao2utl  opeanuzayuu. Ilpedcmasnenvl  paziuunvie  8APUAHMbL
63aUMOOCUCMBUS. KOMNEMEHYUI U UCNOIb3YeMbIX MEXHOIO2UL 8 OpP2AHU3AYUSX 6 3A6UCUMOCU Om
nPUMeEHsieMOtl cmpame2uu U (QUHAHCO8020 COCMOsAHUS. B cmambe paccmompeHnvl akmyaivbHbie 80NpoChl
63aUMOOCUCMBUSL MEXHOIOSUYECKUX peleHull U KomnemeHyull pabomuukos. IIpedcmasnena Konyenyust
pazeumusi  opeanuzayuu, 20e NPOU3BOOUMCS NOIMANHOE GHEOPEHUE COBPEMEHHbIX MEeXHOIO2UU U
00HOBPeMEHHOe NOGblUeHUE KEATUpuUKayuyu compyoHuKkos. Paccmompen 8onpoc acunxponno2o passumust
amux npoyeccos. Paccmompenvl eonpocel yenecoobpazHocmu 6HeOpeHuss mex uiu UHbIX PeuleHul Ha
npeomem spgexmusnocmu npouzeoocmea. Ilokasano enusHue NpPoHEecCUOHAIbHLIX KOMNEMeHYuil Ha
Pazeumue npuUMeHsIeMblX MEXHOL02UHECKUX NPOYecco8 U HA 0OWYI0 CMpame2uio pa3eumusi OpeaHu3ayuu.
Bseoenvl  kpumepuu  oyenxu sghpexmusnocmu  npeonacaemvix mexHuueckux peuwteHuil. Ilpednodicen
Kpumepuii paciema 3¢ gexmuenocmu  6yOyuwux nepuodos GHeOpPeHus Npeolazaemozo nooxood Oom
NPUMEHEHUS. MEKYWUX MEXHOIOULL.

Knwouesvie cnosa: rxomnemenyuu, 3QQekmusHocms, nosvluleHue Keamuurkayuy, Kpumepuu
MEeXHUYeCKUX peleHUll, U30epHCKU, YeHHOCMb MEXHOI02UU.
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INFLUENCE OF PROFESSIONAL COMPETENCIES AND TECHNICAL DECISIONS
ON PRODUCTION EFFICIENCY IN DESIGN ORGANIZATIONS

In the article the authors consider the aspects of professional competence maturation together with the
development of organization technologies. Various options of interaction of competences and technologies used in the
organizations depending on the applied strategy and a financial condition are presented. The article deals with topical
issues of interaction of technological solutions and competencies of employees. The concept of development of the
organization is presented where step-by-step introduction of modern technologies and simultaneous professional
development of employees. The question of asynchronous development of these processes is considered. The questions
of feasibility of implementation of those or other decisions on the subject of production efficiency. The influence of
professional competences on the development of applied technological processes and on the overall development
strategy of the organization’s development is shown. The criteria for evaluating the effectiveness of the proposed
technical solutions are introduced. The criterion of calculation of efficiency of the future periods of implementing the
proposed approach from application of the current technologies is offered.

Keywords: competence; efficiency; advanced training; criteria for technical decisions; costs; technology
value.
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VIIK 004.94
A.B. MACJIOBOEB, B.H. [[LITMUKO

OHNEHKA 3®®EKTUBHOCTH CUCTEM HOJJAEPKKHA
HNPUHATHUA PEHIEHUN CUTYALIMOHHBIX HEHTPOB
YACTbD 2. MOAEJIM U METO/bI ONEHKH

s nosviuwenus s¢pghexmusnocmu ynpagienus 6€30nacHoCmvlo cOYUAIbHO-IKOHOMUYECKUX CUCTEM
8 CUMYAYUOHHBIX YEHMPAX Pe2UOHA NPedioNHCeH KOMNIEKCHbI N00X00 K OYeHKe Kaiecmeda CmpyKmypbl u
cocmasa  cpedcms  UHGOPMAYUOHHOU  N0O0OdepicKu  npuuamus  pewenui. [1o0xo0 ocHosan Ha
KOMOUHUPOBAHHOM — UCNONb30BAHUU ~ IHMPONUUHLIX  MOOenell U  KAYeCMEEeHHbIX Memo008  OYeHKU
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aphexmuenocmu cucmem NOOOEPICKU NPUHAMUS PEUleHUIl PECUOHATIbHBIX CUMYAYUOHHBIX YEHMPOS.
Ilpumenenue nooxooa nozeonsiem onpedeirums Hauboree NOOXOOAWYIO KOHQDUESYPAYUIO TNPOSPAMMHO-
Annapamueix cpeocme cucmem nOOOEPICKU NPUHAMUSL PEULEHUL CUMYAYUOHHBIX YEeHMPO8 C MOYUKU 3DEHUs.
nOGbIUEHUS. UHMOPMAYUOHHOU 0DeCneyeHHOCmU U 0O0CHOBAHHOCMU NPUHUMAEMbIX PEUleHUull HA B8cex
VpoeHsx uepapxuu ynpasenenus.. Paboma cocmoum uz 08yx uacmeiu. Bo emopoil wacmu uccreoyromes
SHmMpOnuiiHble Mooeau nokasameneu 3ppexmusnocmu. I[lpusooumes nocmarnoska obwel 3a0auu evlbopa
KoH(ueypayuu cucmem UHGOPMAYUOHHOU NOOOEPHCKU YIPAGLEHUS. NO  NPEONONCEHHBIM KPUMEPUSIM.
Ilpeonacaemcs xombunayus memooos oyenku IhgexmusHocmu.

Kntouesvle cnoea: cumyayuoHmwlli yewmp; cucmemda NOOOEPHCKU NPUHAMUA pelleHUll; OYeHKa
aghpexmusrHocmu,; Kouguaypayus; Mooeib, SHMPONUs, UHGOPMAYUS, YNpasieHue, PecUoH.

Paboma evinonnena ¢ pamkax zocyoapcmeennozo 3aoanus HUMM KHI] PAH (HHP Ne 0226-
2019-0035) u npu wacmuunoii noooeprcke PODU (npoexm Ne 18-29-03022-mk).
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DECISION SUPPORT SYSTEM EFFICIENCY EVALUATION OF SITUATIONAL CENTERS
PART Il. ASSESMENT MODELS AND METHODS

For management efficiency enhancement of socio-economic system security in the regional situational centers
a comprehensive approach to structure and composition quality assessment of the decision-making information support
tools is proposed. The approach is based on joint use of the entropy-based models and qualitative methods for
efficiency estimation of the decision support system of regional situational centers. Application of the proposed
approach allows determining the most appropriate configuration of software and hardware facilities for decision
support system of the situational centers in respect to information supply and validity enhancement of the making
decisions at the all level of management hierarchy. The research work consists of two parts. In the second part entropy-
based models of efficiency indicators are analyzed. General problem statement for configuration estimation and
rational choice of the management information support system on the basis of proposed criterion is represented.
Efficiency assessment methods combination is given.

Keywords: situational center; decision support system; efficiency assessment; configuration; model; entropy;
information; management; region.
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HHDOOPMALIMOHHBIE TEXHOJIOI'MH B COL{UAJIPHO-ODKOHOMHUYECKHUX
U OPI'AHU3ALIUOHHO-TEXHUYECKUX CUCTEMAX
YK 004.942

A.1O0.'OPBAYEB, H.1. KOPCYHOB

CTPYKTYPHASA OPIAHU3ALIAA CUCTEMbBI INTAHUPOBAHUS
3PEJIMIIHBIX KYJbBTYPHO-MACCOBBIX MEPOIIPUATUN

B cmamve u3 ananuza ungopmayuonusvix nOMoOKo8 yyacmus UCnOaHUmenel 8 9CmpaoHO-3peUUHbIX
Meponpusmuil  CPOpMyIUpo8anvl mpedosanus K NpogedeHur0 NoOOOHbIX MEPONPUAUSIX 6 pecuoHe U
NpeonodceHa CMmpyKmypa niaHupyrowjel CUcCmemvbl ¢ UMUMAYUOHHOU MOOeIbl0 U  2eHemuyecKum
aneopummom ROUCKA peuteHull 8 YCI08USX PUCKA.
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Knwouesvie cnoea: umumayuonroe moO0enuposanue; 2eHemuyeckull aneopumm, WiIaHUpOGaHue
3penULHBIX MEPONPUAMUL, NIAHUPOBAHUE KYAbHLYPHO-MACCOBLIX MEPONPUAMUL.
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STRUCTURAL ORGANIZATION OF THE PLANNING SYSTEM
FOR ENTERTAINMENT CULTURAL EVENTS

The article from the analysis of information flows participation of performers in the music and entertainment
requirements to hold such events in the region and the proposed structure of planning system with simulation model
and a genetic algorithm search for solutions in terms of risk.

Keywords: simulation modeling; genetic algorithm; planning entertainment events; planning of cultural
events.
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VJIK 004.052.3
M.A. KYBACOB

METOAUKA PACYHETA TPEBYEMOI'O KOJIMYECTBA 3JIEMEHTOB 3AIIACA
NHOOKOMMYHUKAIIMOHHbBIX CUCTEM

Hccnedosana 6Gesasapuiinocmes  QYHKYUOHUPOBAHUS  UHMOKOMMYHUKAYUOHHBIX — CUCHEM, KaK
@YHKYUA KOMUYeCmea dIeMEeHMo8 3anacd, pacxooyemvlx 6 yeasax O0CMUICeHUs. mpedyembix nokasamesell
Kayecmea UHGOPMAYUOHHO20 obecneyenus nompedoumenei cucmem. Ilpedcmasnena paspabomannas
Memoouka pacuema mpebyeMo20 KOJIUYeCmeda 3leMeHmos 3anaca, obecneyugarouezo ¢ 3a0aHHOU
6EPOSIMHOCMBIO 0E3a8APUITHOCI DYHKYUOHUPOBAHUSL UHDOKOMMYHUKAYUOHHOU cucmembvl. Ima Memoouxa
npeocmasnsiem  co00U  MameMamudeckutl UHCMpPYMeHm 01 00CIYICUsaioujeco  noopasoeneHusl
UHDOKOMMYHUKAYUOHHBIX CUCTEM NO dPDEeKMUBHOMY YIPABGIEHUIO INEMEHMAMU 3ANACA PA3TUYHO20 MUNG.

Knrwueevie cnoea: MH¢OKOMMyHuKaZ4uOHbZ€ cucmemsl, djlemMeHmbvl 3anaca, pa6omocnoco6Hocmb;
omkKdas, eoccmanaeaueaemocms, 6e3a6apuﬁnocmb.
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I.LA. KUBASQV (Doctor of Engineering Sciences, Associate Professor.
Professor of the Department of Information Technologies)
Academy of Management of the Ministry of Internal Affairs of the Russian Federation, Moscow

PROCEDURE FOR CALCULATION
OF REQUIRED NUMBER OF RESERVE ELEMENTS INFOCOMMUNICATION SYSTEMS

The failure-free functioning of information communication systems as a function of the number of stock
elements consumed in order to achieve the required indicators of the quality of information support of system
consumers was investigated. The developed method of calculation of the required number of stock elements providing
with the given probability trouble-free functioning of the information communication system is presented. This
technique is a mathematical tool for the servicing division of information communication systems for the effective
management of stock elements of various types.

Keywords: information and communication systems; stock elements; working capacity; refusal; restorability;
fail-safety.
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®OPMAJIN3ALIMSA 3AJIAYN
YIIPABJIEHUS ITIPOCTPAHCTBEHHBIM PA3BUTHUEM POCCHUH

Cmamovsi  noceéawjena pewleHuro  npoonemvl  UHPOPMAYUOHHO20 — obecneuenus  YNpaeieHus
npocmpancmeennvim paseumuem Poccuu. Ocywecmeénena gpopmanuzayus 3a0auu ynpaeieHus Ha OCHOBe
MeoPemuKo-MHONCECMBEHH020 N100X00a. Onpedenenvl MeXaHusmvl peuleHusi NOCMAGIEHHOU 3a0ayu.
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FORMALIZATION OF THE PROBLEM OF MANAGEMENT
OF THE RUSSIA SPATIAL DEVELOPMENT

The article is devoted to solving the problem of information support of spatial development management in
Russia. The formalization of the management problem is based on the set-theoretic approach. The mechanisms for
solving this problem are defined. The structure of the management system is developed, the objects of management, the
functions of the Executive system and the monitoring system are defined. The structure and functions of the decision
support system for managing the spatial development of the Russian economy have been formed, and its place in the
management system has been determined.
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J.H. TOPT'AYEB, A.A. ®EJIOTOB

PA3BUTHUE CUCTEMbBI IOTHCTUYECKOI'O MEHE/UKMEHTA
HA OCHOBE IPUMEHEHHWA NTHOOPMALIMOHHBIX TEXHOJIOI'MU
B3AUMOJIEMCTBHUS C HOTPEBUTEJISIMHA

Jlocucmuueckas npo6ﬂeﬂ4amul<a 6 COBPEMEHHOM Mupe no ceoell 3HAYUMOCmu u akmyajivbHocmu
3aHuUMaem 0OHO U3 OCHOBHbIX Mecm. B cmamwbe nokazana 603moxcHocms ucnoivzosanus mexuonocuu CRM
6 pamKax paszeumust CUCmembsbl J10cUCmMuU4ecKoco MeHeoxcMeHma NPOMBIULIIEHHO2CO npednpuﬂmuﬂ C yeiviro
COBEPUIEHCMBOBAHUA 83aUMOO0eLCMBUsL C nompe6umeﬂﬂmu, npe()cmaeﬂeﬂa cmpyKkmypa OCHOBHbIX CRM-
npoyeccoes.

Knrwouesvie cnosa: nocucmuueckuti MeHeodCMeHm, uHmezpayus, UHQOpMAayuonHvle MexHoI0uU;
npomvlutiernnoe npeonpuamue;, CRM-cucmema.
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DEVELOPMENT OF THE LOGISTICS MANAGEMENT SYSTEM BASED ON THE USE
OF INFORMATION TECHNOLOGIES FOR INTERACTION WITH CONSUMERS

Logistics issues in the modern world by their significance and relevance occupies one of the main places. The
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article shows the possibility of using CRM technology in the development of the logistics management system of an
industrial enterprise in order to improve interaction with consumers, and presents the structure of the main CRM

processes.

Keywords: logistics management; integration; information technology; industrial enterprise; CRM system.
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MATEMATHYECKOE U ITPOI'PAMMHOE OFECIIEYEHUE
BBIYUCITUTEJIBHOM TEXHUKHU U ABTOMATU3UPOBAHHBIX CUCTEM

YK 004.912

T.10. AOMHOI'EHOB, A.10. BOPOIAIIEHKO, JI.JI. XXYCOB

PEIIEHUE MPOBJEMBI JIEKCHYECKON MHOI'O3HAYHOCTH
PYCCKOA3BIYHOI'O TEKCTA ITPU ITIOMOILIU TE3AYPYCA

B cmamve npeonosceno pacuiupenue aneopumma paspeuienus cMulClo80U MHO203HAUHOCMU CNO8G
(aneopumm Jlecka) 015 pycckozo A3vIKa, NO3GOJsAIOUEee YAYHUUMb KA4ecmeo UHGOPMAYUOHHO20 NOUCKA
nymem nogvluleHus NOKA3ames MOYHOCMU CHAMUSA OMOHUMUU.

Knrouesvie cnosa: mekcm, 06pa60m1<a meKkcma, KOomMnblomepHas JAUHSBUCMUKA, JIeKCUu4ecKdas
MHOCO3HAYHOCMb, OMOHRUMUA, me3aypyc, CeMaHMU4ecKull aHaIu3.
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SOLVING THE PROBLEM OF LEXICAL AMBIGUITY
OF A RUSSIAN-LANGUAGE TEXT WITH THE HELP OF A THESAURUS

The article proposes an extension of the algorithm for resolving semantic ambiguity of words (Lesk algorithm)
for the Russian language, which allows to improve the quality of information retrieval by increasing the accuracy rate
of removing homonymy.

Keywords: text; word processing; computer linguistics, lexical ambiguity;, homonymy; thesaurus, semantic

analysis.
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VJIK 004
B.A. KM, A.A. TAXOJIBYEHKO, H.A. CAHOLIKA S, B.B. TKAUEHKO

INPUMEHEHUWE KPUTEPUS ABBE
TP OGPABOTKE M AHAJIM3E TEJEMETPUYECKOU NTH®OPMAIIUA

B pabome pazobpanvi 06a cmanOapmHulx npuMepa UMEHeHUsl 3HAYEHUl MereMempupyemozo
napamempa u 8 Kajxicoom ciydae npueedenvl pe3yabmamsl Ucnoib3o8anus kpumepus Abbe. Coenan 6v1600,
umo npu obpabomxe menemempuueckou uHgopmayuu Kpumeputi Abbe modcem npou3goouUmsb NpPOGePKy
He3a8UCUMOCTU U CIMAYUOHAPHOCMU PA0a HAOTI00EHUT, ONpedensims Cyuecmeosanie mpeHod.

Knrouesvle cnosa: xpumepuii AbbOe; mpend, obOpabomka, menemempupyemvlli Napamemp;
menemempuyeckas uHGopmayus.
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V.V. TKAChENKO (Candidate of Engineering Sciences,
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Mozhaisky Military Space Academy, Saint Petersburg

APPLICATION OF THE ABBE CRITERION FOR PROCESSING
AND ANALYZING TELEMETRY INFORMATION

The article analyzes two standard examples of changing the values of the telemetry parameter and in each case
shows the results of using the Abbe criterion. It is concluded that when processing telemetric information, the Abbe
criterion can verify the independence and stationarity of a number of observations and determine the existence of a
trend.

Keywords: Abbe criterion; trend; processing; telemetric parameter; telemetric information.
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YK 004.42
C.B. HA3MHA, 10./1. PA3AHOB

IMPOI'PAMMHOE OBECITEYEHUME JJIs1 MUHUMHU3ALIUN
KOHTEKCTHO-CBOBOJIHBIX TPAMMATHUK

Ha ocnoge memooa munumuzayuu KOHMEKCMHO-CE0D0OHBIX cPAMMAMUK Oe3 JUUWHUX CUMEOJIO8
paspabomano  npocpammHoe  obecneyenue, KOMOpoe NO3GOJAEM  ABMOMAMUSUPOSAMb  NPOYECc
MUHUMUZAYUU SPAMMATIUK U COKPAMUMb 3aMpamsl Ha paspadomKy KOMNAKMHLIX MPAHCAAMOPOE A3bIKOG
NPOSPAMMUPOBANUSI.

Knwouesvie cnoea: xonmexcmuo-c60000HAA — 2pAMMAMUKA,  MUHUMUSAYUS,  NPOSPAMMHOE
obecneuenue; mpanciamop.
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SOFTWARE FOR MINIMIZING CONTEXT-FREE GRAMMARS

Based on the method of minimizing context-free grammars without excess characters, software has been
developed. The software allows to automate the process of minimizing grammars and reduce the cost of developing
compact translators of programming languages.

Keywords: context-free grammar; minimization; software; translator.
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TEJIEKOMMYHUKAIIUOHHBIE CUCTEMBI 1 KOMIIFIOTEPHBIE CETH
VIIK 621.391

C.A. KOPHMJIOB, A.B. KOPOJIEB, A.E. MMPOHOB

ABTOMATHU3ALIUA AJITOPUTMOB AHAJIM3A U CUHTE3A
3BEHA MYJIbTUCEPBUCHOM CETHU CBSI3A

Obcnyocusanue mpa@uka cepeucos peanbHoc0 GPEMeHU 8 NAKeMHbIX Cemsix umeem NpsiMylo
ananozuro ¢ nepeoavell peuegou uH@opmayuu @ cemu KoMMymayuu Kauanos. llepexod na naxemHvle
MEXHON02UYU He MEeHAem OCIPUsMUsL ADOHEHMOM Kauecmea noayiaemozo cepsuca. llepedaua ungopmayuu
noab306amenst 00INCHA UOmu 6e3 3a0epicKU 6 moukax Kommymayuu. Eciu 001s nomepsHHuIX nakemos
Quxcuposana u He npesviuiaem 30A0AHHOU HOPMUPOBAHHOU GEAUUUHBI, MO KAYECTHBO OOCIYICUBAHUS
abonenma onpeodensiemcs 00CMYNHOCMbIO KAHAIbHO20 pecypcd, mo ecmb usmepsaemcs 0oneld nomepsHHbIX
saneox. [na pacuema nokazamenei kavecmea obcayacusanus (Q0S), a makoce 0ns onpedenenus
mpebyemozo KaHATbHO20 Pecypca NpPediodiCeHo HeCKOIbKO aleOpUmmMos pacyema, asmoMamusayuu
KOMOPBIX NOCBAUEHA OAHHASL CIATNBSL.

Knrouesvle cnosa: noxazamenu xawecmea o0CHyxHcUBaHUsL, onpedeieHue mpedyemo20 KaHaibHO20
pecypca, cepsuchl peanbHo20 8peMeHl; meopust meiempapura.

CIIMCOK JINTEPATYPBI

1. Epemenko B.T. u mp. Metoasl u mozenu teopun TeneTpaduka: ydeOHOoe mocodue / B.T.
Epemenko, A.B. Kopones, A.H. Opemun, U.A. CautoB. — Open: OI'Y um. U.C. Typrenena,
2019. - 244 c.

2. Epemenko B.T. u mp. Maremarudeckoe MOACTHPOBaHUE CUCTEM U CETEH TEIEKOMMYHHKALIUH.
Yactp 2. OCHOBBI MOJCTUPOBAHUS pacrpeaeneHus nHhopManun B HHPOKOMMYHUKAITHOHHBIX
cucTeMax u ceTsax: yueOHoe mocobue / B.T. Epemenko, A.E. Muponos, A.B. Koposes, A.H.
Opemun, K.A. barenko, H.U. Msicun. — Open: OI'Y umenu U.C. Typrenesa, 2019. — 238 c.

3. Cremano C.H. OcHOBEHI TeneTpaduka MyJIbTUCEPBUCHBIX ceTeil. — MockBa: Dxo-Tpenns, 2010.
-392c.

4. KopuunoB C.A., Kopones A.B. Mogens 3BeHa MyJbTUCEPBUCHOH CETH CIIEAYIOLIETO
MOKOJICHUS C IPHOPUTETHON JUCLUUIUIMHON oOCiIykuBanus. — TenexkommyHukamuu, 2017, — Ne
10. - C. 35-42.

5. Boiiuexosckuii A.M., Kopumno C.A., Kopones A.B. Ilpemioxkenus mno nHpuMEHEHHIO
Pa3NUYHBIX CTPATEruil AOCTYyINa K KaHAIBHBIM PECypcaM 3B€Ha MYJIbTHCEPBHCHON CETH CBSI3HU. —
Wndopmanmonnsie cuctemsl u texnonorun. — Open: OI'Y umenn U.C. Typrenesa, 2019. — Ne
3(113). - C. 82-89.

Kopnuios Cepreii AnexkceeBu4

OI'’KBOY BO «Axanemus @enepansHoii ciryk0bI oxpanbl Poccuiickoit @eneparum», r. Open
Kanaungar TeXxHHUECKUX HAYyK, COTPYIHUK

Ten.: 8 (4862) 54-98-28

E-mail: korsar-89@bk.ru

Kopoaes Anexcanap Bacuiabesnu

OI'KBOY BO «Axkanemus denepanbHoii ciryx0b1 oxpansl Poccuiickoii @enepanmmy, r. Open
KanaunaTt TexHU4eCKHUX HayK, JOUEHT, COTPYIHUK

Ten.: 8 (4862) 54-98-28

E-mail: av-korolev@yandex.ru

Mmuponos Anexcanap Eroposuu

®OI'KBOY BO «Axkanemus DenepanbHoii ciryk0b1 oxpanbl Poccuiickoit @eaeparun», T. Open
KaH}]I/IIIaT TCXHUYCCKUX HAYK, JOUECHT, COTPYAHUK

Ten.: 8 (4862) 54-98-28

Ne6(122)2020




UHopMayuoHHbIe cucmeMbl U mexHosI02uu

S.A. KORNILOV (Candidate of Engineering Sciences, Employee)
A.V. KOROLYoV (Candidate of Engineering Sciences, Associate Professor, Employee)

A.E. MIRONOV (Candidate of Engineering Sciences, Associate Professor, Employee)
The Academy of Federal Security Guard Service of the Russian Federation, Orel

AUTOMATION OF ANALYSIS ALGORITHMS AND SYNTHESIS OF THE LINK
OF THE MULTISERVICE COMMUNICATION NETWORK

Serving the traffic of real-time services in packet networks has a direct analogy with the transmission of voice
information in a circuit switching network. The transition to packet technologies does not change the subscriber’s
perception of the quality of the received service. The transfer of user information must go without delay at the switching
points. If the proportion of lost packets is fixed and does not exceed the specified normalized value, then the quality of
customer service is determined by the availability of channel resources, i.e., it is measured by the fraction of lost
requests. To calculate the indicators of quality of service (QoS), including to determine the required channel resource,
several calculation algorithms have been created, and this article will consider the automation of these algorithms.

Keywords: quality of service characteristics; determination of the required channel resource; real-time services;
teletraffic theory.
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HHOOPMALIMOHHAA BE30IIACHOCTH U 3ALLJUTA HHOOPMALIUH
YK 004.056.5

M.H. 'OPIOHOB, A.A. PEIBOJIOBIJIEB, I.A. PBIGOJIOBJIEB

OIEHKA IPUMEHUMOCTHU METOJ0B MAILIMHHOI'O OBYYEHMU A
JJIs1 OBHAPYXXEHUSA KOMIIBIOTEPHBIX ATAK

B pabome paccmompenvi 60npocbt ROCMPOEHUsT IEPUCTIUYECKOU CEMeBoll CUCmemMbl 0OHAPYI CeHUs
KOMHRLIOMEPHBIX AMAK HA OCHO8E Memo008 MauunHo2o obyuenusi. OO0CHO8AH 6b1O0P MOOENU «CYVHAUHBIL
necy u nybauuHozo Habopa Oanmvix 01 00Oyuenus. Illpusedenvi pe3yrbmamvl AHAIU3A 3HAYUMOCHIU
NPUSHAKO8 C YeIblo COKPAWEHUS NPU3HAKO8020 NPOCMPAHCMBA, KEAZUONMUMALLHOU —HACMPOUKU
eunepnapamempog mooeau. Hacmpoennas u obyuennas mooeib Ha 8amUOAUUOHHOU GblOOPKe NO380AUNA
nOIYUUmMsb oyeHKy mounocmu (Precision), ceudemenbcmayiowyio 0 603MONCHOCMU NOGLIULEHUS. KAYeCmEd
MOOenu 8 CPABHEHUU C paHee ONYOIUKOBAHHLIMU pe3yibmamamu ucciedoganuil. Ilpeonacaemvle pewenus
NPAKMUYECKU Peanu308aHbl 8 8Ude MaKema cucmemvl OOHAPYICEHUL AMAK.

Knrouesvle cnosa: ungopmayuonuas 6e30nacHocms, cucmema OOHAPYICEHUS aAMAK, MAUWUHHOE
obyueHue; depeso peuleHUll, CIyYattblll 1ecC;, cemesol mpapux, KOMNbIOMEPHAs amaxd.
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D.A. RY’BOLOVLEYV (Candidate of Engineering Sciences, Employee)
The Academy of Federal Security Guard Service of the Russian Federation, Orel

EVALUATING THE APPLICABILITY OF MACHINE LEARNING METHODS
TO DETECT COMPUTER ATTACKS

The paper deals with the construction of a heuristic network intrusion detection system based on machine
learning methods. The choice of "random forest" model and public dataset for training is grounded. The results of
feature importance analysis are given to reduce feature space. Quasi-optimal adjustment of hyperparameters of the
model is performed. The tuned and trained model on the validation dataset has allowed to receive an estimation of
precision, testifying to the possibility of improving the model quality in comparison with the previously published
research results. The proposed solutions are practically implemented as a computer model of the intrusion detection

system.

Keywords: information security; intrusion detection system; machine learning; decision tree; random forest;
network traffic; computer attack.
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CONSTRUCTION OF INTEGRATED PROTECTION
OF THE CYBERPHYSICAL SYSTEM FROM DESTRUCTIVE INFLUENCE

One of the measures to ensure information security in information storage systems under the conditions of
random errors and destructive influences is to protect their integrity.

Objective: to increase the efficiency of protection of information and computer networks of cyberphysical
systems (CFS) from complex destructive influences by developing methods and models for protecting these systems from
such influences.

Results: it is proposed the use of comprehensive protection associated with the simultaneous solution of
problems predicting the danger of destructive effects on information processes in the CFS and monitoring and ensuring
the integrity of information, which is achieved through the consistent application of cryptographic transformation to
information at the beginning.

Practical relevance: the proposed approaches are the basis for the creation of specific models and techniques
in the interests of substantiating solutions for managing the functioning of information security subsystems in data
storage systems.

Keywords: cyberphysical systems; destructive influences; information security; entropy; information integrity
control.
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