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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE

YK 004.732
B.T. EPEMEHKO, H.I'. [IEHBKOB

NUMUTAIMOHHOE MOJAEJIMPOBAHUE ITPOLECCOB
NHOOPMAIIMOHHOI'O OBMEHA
B KOMMYHHMKAIIMOHHOM CPEJIE ACY IIPEANIPUATHS
I'A3OCHABXEHMUSA KKX

B cmamve npuseoena umumayuonuas modeib npoyeccos unpopmayuonnoco oomena 6 cpede ACY
npeonpuamus  2azocHabocenus KX, Oaszupyrowasacs Ha CcOObIMULHOM HOOX00e U UCNONb3VIOUWAs
pezpeccuonHvie  Modenu U MoOenu  PACHPOCMPAHEHUs — SNUOeMUl,  OMAUNAIOWAACH — WUPOKUMU
603MOJICHOCTAMU NPOSHOZUPOBAHUSL NPOYECCO8 0OMeHa UHGopMayuell 8 KOMMYHUKAYUOHHOU cpeoe.

Knwouesvie cnosa: xommyHUKayuowHas cpeoa; asmMoOMamu3upo8aHHas CUCmeMa YHpasleHus,
UHGOpMayuonHas cucmema; MamemMamuiecKkas MoOeilb;, Ppecypcbl, apXumekmypa, KOMMYHUKAYUU,
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SIMULATION MODELING OF PROCESSES OF INFORMATION EXCHANGE
IN THE COMMUNICATION ENVIRONMENT
OF THE ENTERPRISE AUTOMATION OF GAS SUPPLY UTILITIES

The article presents a simulation model of the processes of information exchange among enterprise automation
of gas supply utilities, based on event-driven approach and using regression models and models of the epidemic,
characterized by wide possibilities of forecasting the exchange of information process in the communication
environment.
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VWMUTAIIAOHHOE MOJEJIUPOBAHUE NHHOBAIIMOHHOM AEATEJIBHOCTH.
YACTbD 2. CUCTEMHO-JMUHAMUWYECKHUE MOJEJIN HHHOBAIIU

Hnsa uccneooseanusi OUHAMUKU — pA3GUMUA  UHHOBAYUOHHBIX NPOYECCO8 U  NPOSHO3UPOBAHUS
DPe3VIbMamueHOCMU UX peanu3ayui 8 pasiudHblX IKOHOMUYECKUX VCIOBUAX U NPU PA3TUYHBIX 8APUAHMAX
YApasneHus paspabomansvl cpeocmed UMUMAYUOHHOLO MOOEIUPOBAHU UHHOBAYUOHHOU OesmelbHOCHU.
Paboma cocmoum u3 06yx uacmei. Bo emopoil uacmu paccmampusaemcsi papadbomanuvlil KOMHIEKC
CUCTMEMHO-OUHAMUYECKUX MOoOelell PbIHOYHOU Ough@ysuu uHHO8AYUU, GKIIOHAIOWULL MOOeNb YNPAGIeHUs
3 DEKMUBHOCMBIO PLIHOYHO20 NPOOBUNCEHUS NPOOYKMA U MOOeIU NPOOYKIMOBOLU U YEHOBOU KOHKYDEHYUU 8
yenogusx onuzonoauu. Paspabomku mozym Haiumu npumeHenue 8 cocmase cucmem noO0epI’HCKU NPUHAMUL
peuenuli 6 cgpepe ynpasieHus UHHOBAYUOHHBIM PA38UMUEM PELUOHATIbHOU IKOHOMUKUL.
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PART Il. SYSTEM-DYNAMIC MODELS OF INNOVATIONS

For innovation process development dynamics analysis and its implementation effectiveness forecasting under
various economic conditions and under different control scenarios the modeling tools for innovation business
simulation have been developed. The research work consists of two parts. In the second part a developed system-
dynamic model suite of market innovation diffusion has been represented. A set of models involves efficiency control
model of product market promotion, and product and cost business competition models under oligopoly. The work-out
results can find application within the decision support systems used in the field of innovation development
management of regional economics.

Keywords: simulation; system dynamics; innovations; decision-making support; regional development
innovation security.
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METOJIUKA ®OPMHUPOBAHUS
OCHOBHOM OBPA30OBATEJBbHON ITPOT'PAMMBI
BBICIHLIEI'O OBPA3OBAHUS
C YYETOM TPEBOBAHWI PETUOHAJIBHBIX PABOTOJIATEJIEN

Hannas cmamos nocesaujena anaiu3y u ONUCAHUIO CYWecmayiouux Memooux noCmpoeHUs: OCHOBHbIX
00pazoeamenbHbIX NPOSPAMM HA OCHOBE (hedepanbHbIX 20CYOAPCMBEHHbIX 00PA3068AMENbHbIX CMAHOAPTOS
sbicuieco 00pazoeanus mpemve2o nokoaenus. Ilpednacaemcs memoouxa opmuposanus npumMepHoll
00paz08amenbHoll  NPOSPAMMbL  BbICUIE20 00PA308AHUL, VUUMbIGAIOWAs MPEOOBAHUS  PecUOHANbHBIX
pabomooamernetl.
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THE TECHNIQUE OF HIGHER EDUCATION PRINCIPAL EDUCATIONAL PROGRAM
FORMATION, WHICH TAKES INTO ACCOUNT THE REQUIREMENTS
FROM REGIONAL EMPLOYER

The present article is concerned with the analysis and description of existing methods of making of principal
educational programs based on Federal State Educational Standard of third generation for higher education. The
method of formation of tentative educational program of higher education which takes into account the requirements
from local employers.

Keywords: methodology; model; educational program; professional standard; regional employer
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Paccmampusaemcsa npobrema sgpgexmusnocmu 6viseneHUs KPEOUMHBIX OpP2AHU3AYUL, KOMOpble
Mo2ym Ovblmb BOGNEUEHbl 8 COBepuieHUe He3AKOHHLIX ONepayull, CEs3aHHbIX C OMMbleaHueM OeHez U
Qunancuposarnuem meppopusma. B cmamve npugeder npuHyun cmamucmuyeckot 00pabomku nokazameineu
OaHKOBCKOU omuemHocmu 0Jisl Yyeiel NPOSHO3UPOBAHUS YePO3bl PUHAHCOB0U De30NacCHOCMU.

Kniouesvte cnosa: kpeoumnas opeanusayust;, UHAHCO8AS GE30NACHOCMb, TUYEH3US, OMMbIEAHUEe
oenez; (hunancuposanue meppopusma,; Gopmvl OAHKOBCKOU OMHEMHOCMU, KIACMEPHbII AHANU3 OAHHBIX,
axmopHbwlil aHanu3 OaHHbIX.
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The problem of fraud detection of the credit institutions is discussed in the article, whose can involve in the
money laundering and terrorism financing. The particular method of data reporting processing of credit institutions is
described in the article for the prediction threats of the financial security.

Keywords: credit institutions; financial security; license; money laundering; terrorism financing; forms of the
bank statements; cluster analysis of data; factor analysis of data.
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METO/I PACUETA CTUIIEHIUMA B PEUTUHI OBOM CUCTEME

Ilpeonacaemcs memood pacuema cmuneHoul, UCXOOHbIMU OAHHLIMU OJisi KOMOPO20 SGNAMC
pacnpeodenenue  YCHEWHbIX — CMYOEHMO8 No  NOOZPYNNAM — UHMEZPANbHO20 — pelimuned,  pasmep
CMUNEeHOUAaIbH020 POoHOA, pasmep 6A3080U CMUneHouU, Ko3pouyuenmel, grusOwUe Ha CMUMYIUPYIOUUEe
yacmu cmunenouu. Ilpedcmasnen mamepuan 0 ABMOMamu3ayuu paciema CmuneHOUuu.
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METHOD FOR SCHOLARSHIP CALCULATION IN THE RATING SYSTEM

A method for scholarship calculation in the rating system is proposed. The initial data used for calculation
are: subdivision of successful students into rating groups, scholarship fund amount and coefficients determining
supplemental stimulating scholarship amounts. These factors allow for automated scholarship calculation based on this
method, thus permitting rapid calculation of scholarship.

Keywords: rating system; method; calculation; scholarship; automation.
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PABPABOTKA NIOACUCTEMBI INTAHUPOBAHUA TOCTABKHA
IOYTOBBIX OTITPABJIEHUM

B cmamve paccmampusaemcs 3a0ava naanupogaHus u yiema 00CmageKu noumoeulx OmnpasieHul.
Ilpeonacaemcsa aneopumm opmuposanus mapupymuoeo aucma Kypvepa. Oyenusaemcs nepcneKmueHoCmy
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DEVELOPMENT PLANNING SUB-DELIVERY OF POSTAL ITEMS

The article deals with the planning and calculation of delivery of postal items. An algorithm for the formation
of a sheet carrier route. Assess the prospects of the use of systems of this class.

Keywords: planning delivery; mail; route; track list.
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OCOBEHHOCTH PACIIPEJAEJIEHHBIX ACY TII

Buioenenvt ocobennocmu pacnpeoenennvix ACYTII na ocHose ananu3a Xapakxmepucmux KaAHAL08
CBA3U, NPEeOHA3HAUEHHBIX OJI OP2aHU3AYUU 83auMooelcmeus medxcoy ee xomnonenmamu. Obocnosana
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He0OX00UMOCMb  NPUMEHEHUsT  MOHUMOPUH2A — PAOUOITEKMPOHHOU — OOCMAHOBKU Ol NOBbIULEHUS.
agppexmusnocmu gynxyuonuposanus ACYTII 6 ycnosusx guewsHux nomex.
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FEATURES DISTRIBUTED APCS

The features of the distributed process control system based on analysis of the characteristics of the
communication channels, designed for interaction between its components. The necessity of the application of
monitoring of the situation to increase the effectiveness of the control system functioning under conditions of external
interference.
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INPUMEHEHHWE METOJA
HEJOYUCJIEHHOI'O IUHEHHOT' O TIPOTPAMMUPOBAHUS
B ABTOMATHU3UPOBAHHBIX CUCTEMAX YIIPABJIEHUSA CBA3bIO
ITPU PEHHEHUMU 3ATAY MAPIIPYTU3ALIUN

B cmameve npedﬂoofcen Nn00X00 K UCCNeO08AHUI0 NOMOKOBHIX xapakmepucmuk nepeutmoﬁ cemu Ces3U,
I’lOS’BOJlﬂiOM/;uuu HAX00UMb  ONMUMATbHBLE peulerHusl IKCmpemailbHvlX 3a0a4 mapwpymusayuu Ha OCHOB€
JUHENH020 U YEN0HYUCIIEHHO2C0 JUHELHO20 npocpamMmupoeanusl 3a npuemiemoe 6pems. Pa3pa60maHHble
aneopummosl NnO360JIAI0OM CYWeCmeeHHo noeviCunib yHu(i)lﬂ(aLﬂﬂO cpeécm@ npocpamMmHo-aicopummudecKoco
obecneuenust asmomamusupOoBantblx CUCMeEM YNpaeleHUs Ce53bi0.

Kniouegvle  cnosa:  nepeuunas  cemb  C8A3U;  MAPWIPYMU3AYUA ~— KAHANO0B8,  JUHELHOe
npocpamMmuposaHue.
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APPLICATION OF INTEGER LINEAR PROGRAMMING IN THE AUTOMATED SYSTEM
CONTROL OF COMMUNICATION IN SOLVING PROBLEMS ROUTING

This paper proposes an approach to the study of flow characteristics of primary communication networks for
finding optimal solutions for extreme routing problems based on linear and integer linear programming in a reasonable
time. The algorithms can significantly improve the unification of software and algorithmic tools for automated
communication control systems.

Keywords: primary communication network; routing channels; linear programming.
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TEJIEKOMMYHUKALIMOHHBIE CHCTEMbBI 1 KOMIIBIOTEPHBIE CETH
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1.0. IATHEB

KPOCC-YPOBHEBASI METPUKA MAPIIPYTH3AIIUN
JJIA BECITPOBO/JIHBIX MHOI'OIIAT'OBBIX CETEN

MHnozowazosvie Oecnposoouvie cemu AGIAIOMCA NEPCHEKMUSHETMUM HANPABGTIEHUEM PA36UMNUSL
UHDOPMAYUOHHO-KOMMYHUKAYUOHHBIX cemell. B cmamve npedcmasenena nonvimka o0000wenus onvima
PAa3IUUHbIX  A8MOPO8 MO  paspabomke Mempux Mapupymu3ayuy, OCHOBAHHbIX HA OCODEHHOCMAX
becnposooHoll  nepedayu Oaumvix. Paccmampueaiomes xapaxmepucmuku 0ecnpogoOHOl  hepedadl,
KOmMopble peKOMEHOYemcs YYumvléams Hpu paspadomke mempux mapupymusayuu. Kpome moeo,
00cydHcoalomes npeumywecmed U He0OCMamku Haubosee U3BeCMHbIX MEMpPUK Mapuipymusayuu O
0ecnposooHblX MHO2oWA208blx cemel. Illpednosicena max HA3bIBAEMAs «KPOCC-YPOBHEEAS» MEmpPUKa
Mapwpymuzayuy cooOCmeeHHol paspadomKu.

Knrouesnle cnoea: b6ecnposooHvle MHOZOUIA208bIE CEMU; MEMPUKU MAPUWUPYMUIAYUY, OATIAHCUPOBKA
Hazpy3Ku, unmepgepenyusi.
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A CROSS-LAYER ROUTING METRIC FOR MULTIHOP WIRELESS NETWORKS

Multihop wireless networks are the promising direction of communication networks. The paper presents an
attempt of different authors past experience generalization of routing metrics development. These mertrics based on
multihop wireless networks data transmission features. In particular, characteristics of wireless transmission that are
recommended to be considered during the design of routing metrics are reviewed. The cross-layer routing metric for
multihop wireless networks is proposed. In addition, discuss the advantages and disadvantages of the well-known
routing metrics created for multihop wireless networks.

Keywords: multihop wireless networks; routing metric; load balancing; interference.
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COBPEMEHHOE COCTOSHHUE 1 BO3MOKHBIE HAITPABJIEHU A
COBEPHIEHCTBOBAHMUAA 9JIEMEHTOB METOJ0JIOI'MHN
IMPOEKTUPOBAHUSA JIMH30BbIX AHTEHHBIX PEIHIETOK POC
CBY-JUAITIA30HA

B cmamve paccmampueaemces cospemennoe cocmosmue 31eMeHmos Memooo02ul npoeKmupo8anus
JIUH308bIX AHMEHHBIX peuemoK paouodrekmpounsix cucmem CBY-ouanazona. B pamxax codepoicamenvhotl
yacmu obwell meopuu papabomKu AHMEHHbIX Peuemox NPeoCmasienbl KOHYenmyaubhvlil no0xXod K
NPOEKMUPOBAHUIO OUASPAMMOOOPAZVIOWUX CXeM U AHMEHHbIX PeuemoK, d makice OCHOBHble IMAnbl
NPOEKMUPOBANUsL TUHZ0BbIX AHMEHHLIX Peuemor 6 pe3yibmame pa3gumus I1eKMpOOUHAMULECKUX U
ACUMPMOMUYECKUX MEMO008 MOOEIUPOBAHUsL napamempos maxux anmenn. OOO3HAUEHb BO3MOICHBIE
HANpasienust COBePUICHCIMBOBANUSL DNEMEHMO8 MEMOOOI02UU  NPOEKMUPOBAHUSL JTUH30GbIX AHMEHHbIX
peuwemox POC CBY-ouanasona.

Kntouesvle cnosa: nun3o8vle anmeHHble peuiemKu; NPOeKMUPOBAHUE AHMEHHbIX pPeuemoK,
Memooonozus npoexmuposanus; CBU-1un3za,; ouazpammoodpazyiowas cxema, MHO2OIYYE8as. AHMEHHA.
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CURRENT STATE AND OPTIONS FOR IMPROVEMENT OF ELEMENTS OF THE DESIGN

ELEMENTS OF THE METHODOLOGY OF THE LENS ANTENNA ARRAYS
OF MICROWAVE RADIO-ELECTRONIC SYSTEMS

The article discusses the current state of the design elements of the methodology of the lens antenna arrays of
radio-electronic systems of microwave range. As part of the content of the general theory of the development of antenna
arrays a conceptual approach to the design of beam circuit and antenna arrays, as well as the main stages of the design
of the lens array antennas as a result of electrodynamic and asymptotic methods of modeling parameters of such
antennas are given. Possible future directions for improving elements of the methodology of designing radio-electronic
microwave lens antenna arrays are shown.

Keywords: lens arrays; design of antenna arrays; design methodology; microwave lens beamforming scheme;
multi-beam antenna.
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YK 004.75, 007.51

B.M. MMPOHOB, C.A. TPOOMIMEHKOB

BAPUAHTDI IOAXOA0B K PABPABOTKE CUCTEMBI YIIPABJIEHUSA
VSAT-CETbIO

Cmamus nocesujena npobneme pazsumusi omeuecmeennvix VSAT-cemeli 6 ycaosusix unancoswix
02PaHuYenull ¢ OOHOU CMOPOHbL U HEXBAMKOU CHYMHUKOBO20 pecypca U mpebOSaHUsSMU NOBbIULEHUS.
apphexmuenocmu e2o ucnoavsosanus ¢ opyeou. Ha ocnose ananuza (ymxkyuonana cucmem ynpaeieHust
CYWecmeylouux CUCmemM-npomomunos onpeoeiieHvl mpebosanus K NPUHYUNAM NOCMPOCHU. eOUHOU
cucmembl YnpasieHust, a maKice GblOesieHbl apuUanmyvl N00X0008 K pa3pabomke annapamHoil 4acmu.

Knwuesvie cnosa: NSAT-cemu; ynpaenenue o000pyooganuem; pacnpeoenieHuvie CUCEMbL,
MHO20CMAHYUOHHBIN OOCMYN.
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WAYS OF DEVELOPING VSAT CONTROL SYSTEMS

The article is devoted to the development of domestic VSAT-networks in terms of financial constraints on the
one hand and the lack of satellite capacity and requirements increase the efficiency of its use - on the other. Based on
the analysis of the functional control systems of existing systems of prior art, defines the requirements for the principles
of building a unified management system, as well as highlight the approaches to the development of the hardware.

Keywords: VSAT-networks; equipment management; distributed systems; multiple accesses.
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YK 004.057.4
M.IO. PBITOB

METOAUKA AHAJIN3A XAPAKTEPUCTUK
IMPOOECCOB OBPABOTKHN UH®OPMAIIHU
B CPEJIE IOPTAJIA OPTAHOB UCIIOJIHUTEJIBbHOM BJIACTH

B cmamve npedcmasnena memoouka ananusa Xapakmepucmuxk npoyeccos 0opabomru uHgopmayuu
68 cpede UHpOpMAYUOHHO20 nNopmana, bazupylowasci Ha Memode 2pauueckol  OYeHKu U
ananusza (Graphical Evaluation and Review Technique — GERT), omauuaiowascs mem, umo ona adekeammo
nosgojisiem onpeoenums CpeoHue 3HAYeHUs XAPAKMePUCMuK paccMampusaemblix CIONCHbIX NPOYEccos,
0COOEHHO 8 meX CIYYasaX, Koe0d 3ampyOHUMeNIbHO OOHO3HAYHO ONPedelumyb, KaKue UMeHHO Npoyeccyl U 8
KaKoll nociedosamenbHOCmu 00JCHbL OblMb 8bINOIHEHbL 0l docmudiceHus: yeau. Memoouka yuumvieaem
CmMpYKmypy cpeobl UHPOPMAYUOHHO20 NOPMANA U NOCIE008AMENLHOCIb BbINOIHAEMbIX BbLIYUCTUMENLHBIX
amanos 06pabomru ungopmayuy, a makdxce OUHAMUYECKOe USMEHEHUe BepOSMHOCIHO-8DEMEHHbIX
Xapakxmepucmux 6 Hux.

Knwuesvie cnosa: ungopmayuonnsiii nopmai; obpabomka ungopmayuu, cmoxacmuyeckue cemu;
aneopumm.
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M.Yu. RY’TOV (Candidate of Engineering Sciences, Associate Professor,
Head of the Department «Information Security Systems»)
Bryansk State Technical University, Bryansk

THE METHOD OF ANALYSIS OF CHARACTERISTICS OF PROCESSES OF PROCESSING OF
INFORMATION IN THE ENVIRONMENT PORTAL OF BODIES OF EXECUTIVE POWER

The article presents the method of analysis of characteristics of processes of processing of information in the
environment information portal, based on the graphical evaluation and analysis (Graphical Evaluation and Review
Technique — GERT), characterized in that it adequately allows to determine mean values of these complex processes,
especially in those cases when it is difficult to clearly define which processes and in what sequence should be executed
to achieve the goal. The methodology takes into account the medium structure information portal and the sequence of
executed computational stages of information processing, as well as dynamic change of the probability-time
characteristics in them.

Keywords: informational portal; data processing; stochastic networks; algorithm.
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HHDOOPMALIMOHHAA FE30OIIACHOCTh U 3ALJUTA HHDOOPMALIUU

VK 621.391
B.E. IEMEHTLEB

METOJIUKA OLIEHKUA CTPATETMM BO3JIEVMCTBUS HA INPOTOKOJIbI
NHOOPMAINIMOHHO-TEJIEKOMMYHUKAIIMOHHOU CETH

B cmamve npednacaemcs cnocob pacnpedenenus 8030eticmeuti Ha NPOMOKOIbl UHPOPMAYUOHHO-
menexommynuxkayuonnou cemu (MUTKC) 6 3asucumocmu om muna npomoKoad, €20 HOO8EPHCEHHOCMU
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(3awuugeHHOCMU) 8030€UCMBUAM, A MAKN’CE C YYEMOM PACHpedeleHUs pecypca 3auumpl. B xode amozo
YyUUmMbleaemcss mom haxm, 4mo 8030eUCmeaus Ha NPOMOKOIbl OCYUWEeCBIAIOMC OMOeIbHO Opye om opyea
Ha wHezasucumvle npomokorvt u yposuu HTKC. B npoyecce pacuema yuumuleaiomcsi 6aiNCHOCMU
NPOMOKONO8 U YPOGHEl, cpednee 6pems B030elUCmeuss U CpPeoHsisi HPOOOIICUMENbHOCHb  YUKILO8
so30eticmeuii. Cmenenv onacrocmu kasicoozo IIB 3a0aemcs mampuyei, a onpedenenue cmpamezuu
CBOOUMCSL K peutenuio 3a0ayu no onpedeieHuro Hauboiee ONACHbIX 8030eliCmMBUY HA NPOMOKOIbL HA KAAHCOOM
yposne UTKC c yenvro maxkcumuzayuu yeneti pyHKkyuu u 3¢pgpekmusHol nociedo8amenbHoCmuy 8030elcCmaus
HA NPOMOKOJIbL.

Knrouesvie cnoesa: npoOmoKoOJ,  YpPOBEHb, qubOpMaZ/[uOHHO-meﬂeKOMMyHuKaMMOHH(lﬂ cemov,
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HA3HAYeHUs, He3asUucumoe so30elicmeue.
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The article offers the method of distribution of the impacts on the protocols information and
telecommunications network (ITN) depending on protocol type, exposure (protection) impacts, and taking into account
the distribution of resource protection. In the course of this ignores the fact that the impacts on the protocols are
implemented separately from each other on independent protocols and levels of ITN. In the process of calculation takes
into account the importance of protocols and levels, the average time of exposure and average duration cycles of
exposure. The severity of each the impact on the protocols is set by a matrix and defining the strategy is reduced to the
solution of the task of identifying the most dangerous effects on the protocols at each level of ITN in order to maximize
the goals of functionality and efficient sequence effects on the protocols.

Keywords: protocol; level; information telecommunication network; the strategy of influence on the protocols;
the coefficient of the importance; impact; matrix assignments; independent effects.
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A.B. KO3AUOK, E.B. KOUETKOB

OBHAPYKEHUE BPEJOHOCHOI'O IPOT'PAMMHOI'O OBECIIEYHEHUA
HA OCHOBE BBISIBJIEHUSI AHOMAJIbBHOM CETEBOM AKTUBHOCTH

Cmamovsi  nocéaujena ORUCAHUIO NOOX00A K OOHAPYICEHUIO 6PEOOHOCHO20  NPOCPAMMHOZO
obecneueHuss HA OCHOBE GbISIGNEHUSI AHOMANLHOU Cemesoll aKmueHocmu. Bvidenenvl ocHogHble npusHaxu
@ynxyuonuposanus Oomuem-cemeli Kak 00HO20 U3 HAUOOIee ONACHBLIX KIACCO8  PAPYUAIOUUX
NPOSPAMMHBIX CPEOCm8, OOHAPYIHCUBAEMbIX HA OCHOGe auanu3a cemesol axmusHocmu. I[lpouzeedena
IKCHEPUMEHMATLHASL OYEHKA NPEOTOACEHHO20 NOOX00A K OOHAPYIHCEHUIO 6DEOOHOCHBIX NPOSPAMM.

Knrwouegwle cnosa: sauwuma; 8pe0oHOCHbIL KOO, MEMOOUKA, AHOMANUS, Cemesas aKmUugHOCHb.
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MALWARE DETECTION BASED ON ABNORMAL NETWORK ACTIVITY
The article describes an approach to detecting malicious software based on abnormal network activity
detection. The basic signs of botnet networks functioning as one of the most dangerous classes of destructive software
detected by analyzing network activity are proposed. The experimental evaluation of the proposed approach to malware
detection is described.
Keywords: protection; malware; methodology; anomaly; network activity.
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YK 004.056
C.I0. MUKOBA, B.C. OJIAIBKO

MOJEJIb CUCTEMbBI OBHAPY KEHWSI AHOMAJIMIA CETEBOI'O TPA®UKA

Paccmompena npobnema obnapysicenus anomanuil cemegozo mpaguxa. Ilpoananusuposana
cmamucmuxa cemesvlx amax 3a 2014-2015 200, coeran 6bl800 00 UX PACHPOCMPAHEHHOCHU U
HeoOxooumocmu 3awumel om Hux. Tlokazana cesa3b mexncoy cemesviMu AmMaKamil U AHOMATUAMU CEeMeso20
mpacghuka. [Ipoanaruzuposarnvl pabomul poccUlCKUX U 3apyOedtCHbIX YUeHbIX, NOCBAUEHHbIE UCCIe008AHUAM
6 obnacmu o0OHapydceHus amaxk U amaiuza amomanui. BwulOeneHvl namb  OCHOSHBIX HANpasneHull
uccnedo8anus: — AHAIU3  CMAMUCMUYECKUX — XApAKmepucmuk  cemegozo  mpagura,  21yOoxull
UHMENIeKMYANbHbII  AHATU3 — CEemesbliX NAKemos, pa3pabomka Memooog nooaeienue amax U
npeoomepaweHus GMOPHCEeHUN, OYEHKA KAuecmed anicopummos OOHAPYIHCEHUs AHOMANUul U amak,
NOBeOeHYeCKUll aHaIu3 cemegvix 00vekmos. llpediodcena QYHKYUOHATbHASI MOOeTb CUCTHEMbl AHATU3A
cemesuiX aHoManull, NO38ONAWAA OOHAPYICUMb cemesylo amaKy Ha panneli cmaouu ee 8030elcmeus 3d
cuem nNpumeHeHusi OOHOBPEMEHHO HECKONbKUX aNeOPUMMO8 OOHAPYHCEHUs AHOMANUU U COBMECHMHO20
npuHamus peutenus. Bvidenenvl yenv u 3a0auu npoekma npocpammHo20 NPomomund, npeoHa3HA4eHHO20
013 obHapyxcenus anomanuii. Onpeoenenvl QYHKYUU npoecpammHo20 npomomuna, no3601a0uue peuums
nocmaenenuvie 3a0aqu. Ilpeocmaenena ¢ nomayuu IDEF0O cxema ezaumoodeiicmsus ¢ynxyui. B pabome
ONUCAHBL 8XOOHBIE U BbIXOOHBIE OAHHBIE NPOSPAMMHO20 NPOMOMUNA CUCEMbl OOHAPYICEHUS AHOMATUL
cemegozo mpaghuxa. Iloxkazano nanpagnenue 0 0anvHelule2o paeumus npoexKma.

Knwouesvie cnosa: obnapysicenue amax, anaiuz mpaguxa; cemegas amaxd, UHQOPMAYUOHHAS
bezonacHocmv; KOpNOPAMUBHAS CeMb, NPOSPAMMHBIL KOMNIEKC.
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THE MODEL OF DETECT ANOMALIES IN NETWORK TRAFFIC

There is the problem of anomaly detection of network traffic. Statistics network attacks for the year 2014-2015
was analyzed, it was concluded that their prevalence and the need to protect them. Communication between network
attacks and network traffic anomalies is shown. We analyzed the work of Russian and foreign scientists on research in
the field of intrusion detection and analysis of anomalies. Five main areas of research are defined: an analysis of the
statistical characteristics of network traffic, deep mining network packets, development of methods of suppressing
attacks and intrusion prevention, quality assessment algorithms for detecting anomalies and attacks, behavioral
analysis of network objects. In the work suggests a functional model of the system, which allows detect the network
attack in the early stages of its impact. In the work highlighted the purpose and objectives of the project. The model
allows to detect the network attack in the early stages of its exposure through the use of multiple algorithms
simultaneously detect anomalies and joint decision-making. Determined the functions of the program complex, allowing
solve tasks. The scheme of interaction functions in notation IDEFO presented. The paper contains input and output data
of the software prototype of the system anomaly detection in network traffic. The prospects of development of the
project shows.

Keywords: intrusion detection; traffic analysis; network attacks; information security; corporate network.
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TPEBOBAHUA
K 0(pOPMJICHHIO CTATHH AJ5 ONMy0JINKOBAHNUSA B )KypHaJe
«HdopManMOHHBIEC CHCTEMBbI U TEXHOJIOTHI

OBIIME TPEBOBAHUA

O0bveM MaTepmana, TpeagaracMoro K IyOJNUKaIM{, W3MEpSeTcsl CTpaHWIIaMU TEKCTa Ha JIMCTax
¢popmara A4 u comepxutr oT 4 A0 9 CTpaHMU; BCE CTPaHUIBl PYKOIUCHU AOJDKHBI MMEThH CIUIOLIHYIO
HyMepaIuro.

B omHOM cOOpHHKE MOXET OBITH OIyOJIMKOBaHa TOJBKO OJHA CTAaThs OJHOTO aBTOPA, BKIFOYAs
COaBTOPCTBO.

[Inara c acnupaHTOB 3a MyOJMKAIMIO PYKOTIMCEH HE B3UMAETCH.

AHHOTaNMK BCEX MyOJMKYEMbIX MaTepHalioB, KIIIOUEBbIE CIIOBa, HHGOpMAIHsS 00 aBTOpaX, CIHCKU
JUTEPaTyphl OYAYyT HAXOAUTHCS B CBOOOJHOM JIOCTYIIE Ha caiiTeé COOTBETCTBYIOIIETrO JKypHalla M Ha caiire
Poccuiickoii Hay4yHO 3nekTpoHHON 6ubmmoTeku — PYHDbB (Poccuiickuii HHIEKC HAy9HOTO [IUTUPOBAHUS).

TPEBOBAHUSA K COIEPXKAHUIO HAYUYHOM CTATHBA

Hayunas crates, mpemocraBisieMas B KypHaJbl, JOJDKHA HMETh CJeOyloUIHe o0si3aTejbHbIe
JJIEMEHTHI:

— TIOCTAaHOBKa MPOOJIEMBI MITH 33]1a4d B 00IIIeM BUJIC;

— aHaJM3 JIOCTWXKEHUH ¥ MyONMKAIMK, B KOTOPBIX TPEIaracTcsi pelieHne JaHHOW MpoOJIeMbl WITH
3a]]auu, Ha KOTOPbIE OTIIMPAETCS aBTOP, BBIJICIIEHUE HAYIHOW HOBU3HBL;

— HCCIIe0BaTEeIbCKAas YacTh;

— 000CHOBaHUE MOJyYEHHBIX PE3YIbTATOB;

— BBIBOABI MO JAaHHOMY WCCIICIOBAaHWIO M TEPCHEKTHBHl AajJbHEUIIEr0 pa3BUTHS JaHHOTO
HaTpaBJICHUS;

— Oubnuorpadus.
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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

TPEBOBAHHUSA K O®OPMJIEHUIO HAYYHOM CTAThH

Crates nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHapHBIM
MHTEPBAJIOM, TEKCT BBIPAaBHHBACTCS 10 MIMpPUHE; ab3amHbIid oTeTyn — 1,25 cM, mpaBoe mosie — 2 cM, JIeBoe
oJie — 2 ¢M, TOJIsl BHU3Y M BBEPXY — 2 CM.

Oobs13aTesIbHBIE J1eMEHTBI:

- YIK

— 3arjiaBue (Ha pycCKOM M aHIJIMICKOM fI3bIKAX)

— aHHOTauus (HA PyCCKOM U AHIVIMICKOM SI3bIKAX)

— KJIIOYeBble CJIOBA (HA PyCCKOM M aHIVIMIICKOM SI3bIKAX)

CIIHCOK JINTEPATYPhl, HA KOTOPYIO aBTOP CCBUIAETCS B TEKCTE CTAThH.

TABJII/H_[BI PUCYHKU, ®OPMVJIbI

Bce Tabmumpl, pECyHKH W OCHOBHBIE (DOPMYIIBI, NPHUBEICHHBIE B TEKCTE CTAThH, JOJDKHBI OBITh
MPOHYMEPOBaHBI.

®opmyJibl crieayeT Habupath B pemakrope dopmyn Microsoft Equation 3.0 ¢ pasmepamu: 0ObIUHBII
mpudt — 12 pt, xpynueii wagexkc — 10 pt , menkuit mHIEekc — 8 pt. Mopmyiabl, BHeApPEeHHbIE KaK
u3odpakeHne, He jgomyckawtcsi! Pycckue u  rpeueckue OykBbl, a Takke 00O03HAuCHUS
TPUTOHOMETPUYECKUX (PYHKIUI HAOUPAIOTCS MPSIMBIM MIPUPTOM, JTATHHCKUAE OYKBBI — KYPCUBOM.

PucyHku u Ipyrue WUTIOCTpAIiH (YepTexH, TPaPUKH, CXEMBI, THarpaMMBbl, (JOTOCHUMKH) CIeAyeT
pacrnonaraTh HETIOCPEICTBEHHO MOCIE TEKCTa, B KOTOPOM OHHM YIIOMHHAIOTCS BIEpBBIC. PHCYHKH, YHCIIO
KOTOPBIX JOJIKHO 6BITL JIOTUYCCKHU OIIpaBAaHHBIM, IMPCACTABIAIOTCA B BUAC OTACIbHBIX q)aﬁHOB B Q)OpMaTe
*.eps (Encapsulated PostScript) niu TIF pasmepom we meree 300 dpi.

CBEJEHHUSA Ob ABTOPAX
B kon1e crateu npuBoasTcs HabpanHble 10 pt cBeaeHus 06 aBTOpax B TaKOH MOCIIEAOBATEIBHOCTH:
(haMuHs, UMsI, OTYECTBO (IIOTYKAPHBIN MIpU(]T); yIpekIeHUE UM OpTaHHU3alHs, YICHas CTEIeHb, YICHOE
3BaHUe, JOJDKHOCTD, ajipec, TenedoH, dJeKTpoHHas moyta (00braHbl mpudT). CBeneHus 00 aBTOpax TaKxke
MPEOCTABISIOTCS OTIACIBHBIM (DailioM 1 00sI3aTeNbHO AYOIUPYIOTCS Ha aHTIIMHCKOM SI3BIKE.
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